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EDUCATION AND
TRAINING  

[ 01/11/2021 – Current ]  International PhD Programme in Law, Science and Technology (LAST-JD) -
37th cycle 

Alma Mater University of Bologna, University of Luxembourg  

City: Bologna 
Country: Italy 
PhD Supervisors and Co-tutelle:

1. Prof. Giovanni Ziccardi (UniMi)
2. Prof. Pascal Bouvry (UniLu)

Activities:
1. study of the legal-informatics profiles of the smart city, with particular reference to

social sustainability and big data;
2. study of the legal-informatics profiles of the “digital twin cities”.

[ 2017 – 2018 ]  II-level Post-graduated Master degree in "Geopolitics and Global Security" 

Sapienza Università di Roma  

City: Rome 
Country: Italy 
Final grade: 110/110 
Type of credits: ETCS / CFU   Number of credits: 60 
Thesis: La nascita di un'Info-Stato? La rete Internet del Kosovo (en: The birth of an info-
State? The Internet network of Kosovo) 
Topics of the Master's course were the history of geopolitics, the international relations of
Italy and the European Union (with a particular focus on Brexit), national security and
structured intelligence  analysis  techniques  (modules  by  the  DIS  -  “Dipartimento  delle
informazioni per la sicurezza” of the Italian Prime Minister”s Office).

Italian title: "Master II livello in Geopolitica e Sicurezza Globale".
Thesis discussion: 02.03.2018

[ 2015 ]  Postgraduate course (it: Corso di Perfezionamento) 

University of Milan  

City: Milan 
Country: Italy 
Thesis: Considerations on privacy and contractual clauses in cloud computing 

mailto:gabriele.suffia@gmail.com
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Advanced course in Computer forensics and Data protection (prof. Pierluigi Perri), held
on  12.06.2015  at  the  University  of  Milan,  with  final  paper  entitled:  Considerazioni  su
privacy  e  clausole  contrattuali  nel  cloud  computing  (Considerations  on  privacy  and
contractual clauses in cloud computing).

[ 2008 – 2014 ]  Master Degree in Law 

University of Milan  

City: Milan 
Country: Italy 
NQF Level: Single cycle (LMG/01)   Type of credits: ETCS / CFU   Number of credits: 300 
Thesis: Effetti giuridici e geopolitici del Datagate (en: Geopolitical and juridical effects of
Datagate) 
With dissertation in Legal Informatics (Prof. Giovanni Ziccardi). Specific exams: Advanced
commercial law (grade: 30/30), Industrial law - innovation and competition (grade: 30/30).
Selected parts published as an article in the academic journal “Ciberspazio e Diritto”, no.
3/2015.

it: Laurea magistrale ciclo unico (LMG/01)
thesis discussion: 17.03.2015

[ 2003 – 2008 ]  Classical high school diploma 

Liceo Classico "A. Volta"  

City: Como 
Country: Italy 
Thesis: I cattolici e il fascismo (en: Catholics and Fascism) 
Course specialization: PNI - Piano Nazionale Informatica

WORK EXPERIENCE  
[ 01/04/2019 – 31/10/2021 ]  Type B Research Scholarship (it: Assegno di ricerca) 

University of Milan - Department “C. Beccaria” 

City: Milan 
Country: Italy 
Winner of the public competition for a type B research scholarship in legal sciences at the
University of Milan, within the research programme entitled “Cyber warfare, information
warfare and threats to political systems, democratic balances and the international
order”, under the scientific supervision of Prof. Giovanni Ziccardi at the ISLC - Information
Society Law Center of the University of Milan, Department “C. Beccaria”. Renewed in April
2020 and April 2021.

[ 03/2021 – 06/2021 ]  Member of the Compliance Scrutiny Group 

AVIS - Associazione Volontari Italiani Sangue 

Country: Italy 
Occasional  collaboration  with  Avis  Nazionale  to  control  legislative  compliance  of
municipal,  provincial  and  regional  association  statutes  with  the  new  regulations
applicable to Third Sector organisations.

[ 02/2018 – 06/2019 ]  Political advisor of the ACLI International Department 

ACLI - Associazioni Cristiane Lavoratori Italiani (en: Christian Associations of
Italian Workers) 

City: Rome 
Country: Italy 



Drafting of dossiers, articles and documents, in connection with ACLI FAI (Federazione
Acli Internazionali) and the European network EZA (European Centre for Workers’
Questions).
Organisation and media menagment at 2017 EZA Seminar "The ethical aspects of work in
the digital age (Industry 4.0)" (Brussels, Belgium), 2018 EZA Seminar "The World of the
Digital Work (Industry 4.0, new opportunities for young people" (Strasbourg, France) and
2019 EZA Seminar ("A social Europe and a Europe of work, the contribution of workers'
organizations" - Paris, France).

[ 06/2015 – 01/2017 ]  Trainee Lawyer 

Studio Legale Ceserani 

City: Milan 
Country: Italy 
Registration  at  the  Register  of  Practising  Lawyers  of  the  Court  of  Milan.  Training  in
Criminal law, Civil law, Administrative law.

RESEARCH PATH  
[ 05/2023 – Current ]  Member of DGS - Digital Government Society 

The Digital Government Society (DGS) is a global, multi-disciplinary organization of
scholars and practitioners interested in the development and impacts of digital
government.

[ 05/2018 – Current ]  Research Fellow at ISLC - Information Society Law Center 

Research activities are: publication of scientific articles on information warfare, hybrid
threats, smart cities and e-government; participation in internal discussing groups; help
in organisation of events and seminars.

[ 2019 – 2021 ]  Teaching Activities 

Teaching activity in Legal Informatics and Advanced Legal Informatics at the Faculty of
Law - Department of Legal Sciences “Cesare Beccaria”, University of Milan. In charge of:

- the didactic coordination of the postgraduate course in “Coding for Lawyers and Legal
tech”, a.y. 2020/2021.

- the renewal of the university course programme in “Smart Cities, Artifical Intelligence
and Digital transformation law” (6 CFU), a. y. 2019/2020, and the didactic coordination of
the course, a. y. 2019/2020; 2020/2021; 2021/2022.

-  the didactic  coordination of  the university  course in  “Informatica  giuridica  Avanzata
(Advanced Legal Informatics)” (6 CFU), a. y. 2019/2020 and 2020/2021.

[ 2019 – Current ]  Exams 

Member  of  the  Profit  Examination  Board  for  the  examinations  of  Legal  Informatics,
Advanced Legal  Informatics,  Computer  Skills  and Smart  Cities,  at  the  Faculty  of  Law,
University of Milan.

[ 2019 – 2021 ]  Tutoring 

Tutoring  and  assistance  in  the  writing  of  theses  for  undergraduates  of  the  Legal
Informatics Chairs (basic and advanced) at the University of Milan.

PARTICIPATION ON
BOARDS OF SCIENTIFIC

JOURNALS  
[ 03/2019 – Current ]  Il diritto di Internet 

Member of the Editorial Board of the scientific journal “Il diritto di Internet"

Link: https://dirittodiinternet.it/ 

https://dirittodiinternet.it/


[ 05/2018 – Current ]  Ciberspazio e Diritto 

Member of the Editorial Board of the scientific journal “Ciberspazio e Diritto”.

Link: https://www.mucchieditore.it/index.php?

option=com_virtuemart&view=productdetails&virtuemart_product_id=162&virtuemart_ca

tegory_id=23 

SCHOLARSHIPS  
[ 03/2023 – 06/2023 ]  Research Marco Polo Programme (n. 2, 2022) 

Mobility scholarship awarded on merit (on 25.01.2023), funded by University of Bologna
(DSG - Dipartimento di Scienze giuridiche) to promote research activities abroad for
young UniBo researchers.

[ 10/2022 ]  UNU-EGOV Scholarships (ICEGOV 2022) 

Conference scholarship provided by the United Nations University (UNU-EGOV) for
attending ICEGOV.

CONFERENCES AND
SEMINARS  

[ 13/10/2023 – 14/10/2023 ]  ICON-S Italia Annual Conference (upcoming) Università Bocconi, Milano, Italy 

Speaker with a speech on digital twin cities entitled “Il rapporto tra luoghi e diritto nella
realtà ibrida fisico-digitale: riflessioni sulla clubbizzazione della vita urbana e la gestione dei
luoghi digitali nelle città contemporanee" (en: The relationship between places and law in
hybrid physical-digital reality: reflections on the clubbing of urban life and the
management of digital places in contemporary cities).

[ 11/07/2023 – 14/07/2023 ]  DGO 2023 Gdansk, Poland 

Participation with a paper entitled: “How to regulate a Digital Twin City? Insights from a
Proactive Law approach".

[ 05/07/2023 – 06/07/2023 ]  Annual Conference 2023 of LAST-JD Bologna, Italy 

Speaker at the conference with an abstract of my Doctoral research

[ 15/12/2022 – 16/12/2022 ]  AI and ICT: the Digital Revolution and European Democracy 
University of Turin, Turin, Italy 

Speaker with a paper entitled: "Is it Inevitable that the Economic Cost Factor Limits the
Application of European Digital Laws?". Conference organised by the Jean Monnet Centre of
Excellence on Artificial Intelligence for European Integration (University of Turin) with UP
O Università del Piemonte Orientale.

[ 07/10/2022 ]  Doctoral Consortium of ICEGOV 2022 Guimaraes, Portugal 

Participation with a paper entitled: “Legal issues of the digital twin cities in the current and
upcoming European legislation:  Can digital  twin cities be used to respond to urbanisation
problems?”.

[ 16/09/2022 – 17/09/2022 ]  ICON-S Italian Chapter - Bologna 2022 Bologna, Italy 

Speaker with a speech on “digital twin cities” entitled “Il ruolo dello Stato nella definizione,
programmazione e costruzione delle Digital Twin Cities" (The role of the State in defining,
planning and building Digital Twin Cities).

[ 08/12/2021 ]  Doctoral Consortium of JURIX 2021 Vilnius, Lithuania and online 

Participation  online  with  an  intervention  entitled:  “Legal  principles  for  a  cooperative
decentralized data platform for communities”.
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[ 09/11/2021 ]  Personal Data and Smart Cities "Persone & Privacy" association (webinar) 

Speaker with an intervention entitled: "Dati personali & Smart cities"

[ 22/09/2021 – 23/09/2021 ]  
Religious symbols in contemporary society - project "SiNtesi"
(webinar)  
University of Milan, Milan, Italy 

Speaker with a paper entitled: “Disinformazione e utilizzi strumentali dei simboli religiosi: il
caso  della  città  di  Astana  –  NurSultan"  (en:  Disinformation  and  instrumental  uses  of
religious symbols: the case of the city of Astana – NurSultan).

[ 30/04/2021 ]  EU intellectual property - Slovak University of Agriculture Nitra, Slovakia and
online 

Participation online with a paper entitled: "Digital regeneration of villages and urban areas
in Europe: the Italian perspective".  The conference was organised by the Department of
Law and the Department of the European Policies at the Faculty of European Studies and
Regional Development of the Slovak University of Agriculture in Nitra, Slovakia. Funding
from  the  European  Union  Project  Jean  Monnet  Module  EU  Intellectual  Property  no.
599683-EPP-1-2018-1-SK-EPPJMO-MODULE  and  the  support  of  the  World  Union  of
Agricultural Law - Union Mondiale des Agraristes Uniersitaires (UMAU). 

[ 05/10/2020 ]  

Legal expert workshop - European Centre of Excellence for Countering
Hybrid Threats (Hybrid CoE)  

Helsinki, Finland and online 

Participation as a member. 

[ 20/12/2019 ]  ISLC Youth Conference 2019 University of Milan, Milan, Italy 

Finalist in the essay competition.

[ 22/11/2019 – 23/11/2019 ]  ICON-S Italian Chapter - Firenze 2019 Florence, Italy 

Speaker with a speech on deepfake entitled “Innegabilmente vero: la tutela pubblica nell’era
dei deepfake" (en: Undeniably true: public protection in the era of deepfake).

[ 08/04/2019 – 10/04/2019 ]  

Delegate at Legal expert meeting - European Centre of Excellence for
Countering Hybrid Threats (Hybrid CoE)  

Exeter Law School, University of Exeter, Exeter, United Kingdom 

Participation as a delegate by Prof. Giovanni Ziccardi in the "Legal expert meeting" (April
10),  into  the  international  conference  “Legal  Resilience  in  an  Era  of  Hybrid  Threats”.
Responsible organiser: Dr. Aurel Sari (University of Exeter).

1.  Contributor in A.  Sari,  “Hybrid CoE Trend Report  3:  Hybrid threats and the law:
concepts, trends and implications”, European Centre of Excellence for Countering
Hybrid Threats, 2020.

[ 29/05/2018 ]  Cyberwar and cybersecurity: international balances and conflicts University
of Milan, Milan, Italy 

Speaker at the conference with a paper entitled: “Come dovremmo raccontare le guerre
dell’informazione?" (en: How should we narrate information wars?).

SUMMER SCHOOLS &
INTENSIVE COURSES  

[ 30/05/2019 – 05/06/2019 ]  15th Annual PSSI Summer School “NATO in the Age of Hybrid Warfare” 

Residential school organised by Prague Security Studies Institute, in Orlik, Czech Republic.



Member of the PSSI Alumni since the end of the Summer School.

[ 31/05/2018 – 28/06/2018 ]  Eurojus Summer School “European Criminal Area and Fundamental Rights" 

44  hours  school  organised  with  hold  at  University  of  Milan.  Complete  title:  Eurojus
Summer School “European Criminal Area and Fundamental Rights. Il ravvicinamento delle
legislazioni penali degli Stati membri dell”Unione Europea”.

[ 02/12/2016 – 03/12/2016 ]  ISPI Intensive Course in “Human rights defenders” 

Organised in Milan by the ISPI - Institute for International Policy Studies.

TEACHING AND TRAIN‐
ING ACTIVITIES WITH
PUBLIC AND PRIVATE

ENTITIES  
[ 2019 – Current ]  

Academic Teaching - Postgraduate courses, Master courses and PhD courses 

University of Milan - PhD course seminar (2021)

Teaching activity (4h) at the University of Milan, PhD course seminar entitled “The digital
transformation of the city, citizens, children and patients in the society of Big Data,
sensors and artificial intelligence”, with specific reference to the lecture La trasformazione
digitale degli spazi urbani (en: The digital transformation of urban spaces), on 15.11.2021.

University of Milan - Master course (2019)

Teaching activity at the Master”s Degree Course in “Data Science for economics, business
and finance” (UniMi - Prof. Giancarlo Manzi), 25.10.2019.

University of Milan - Postgraduate Courses (2021)

Teaching activity at the Postgraduate Course in “Big Data, AI and Platforms” (UniMi - Prof.
Pierluigi Petti), entitled Dati pubblici e Smart cities (en: Public Data and Smart Cities), on
01.07.2021.

Teaching activity at the Advanced Course (post-graduate) in “Coding for Lawyers and
Legal tech” (UniMi - Prof. Giovanni Ziccardi), entitled Il giurista nella smart city (en: Jurist in
a Smart City), on 26.03.2021.

[ 2016 – Current ]  Academic teaching - Undergraduate courses 

University of Milan (2016-present)

Teaching  collaboration  with  the  Chairs  of  Legal  Informatics  and  Advanced  Legal
Informatics at the University of Milan on the topics of global surveillance, information
warfare, smart cities and legal informatics. Lectures in:

-  Legal  Informatics:  01.04.2016;  15.03.2018;  19.04.2018;  01.03.2019;  14.03.2019;
02.05.2019; 03.05.2019; 15.04.2021.

-  Advanced  Legal  Informatics:  14.03.2019;  29.03.2019;  09.05.2019;  10.03.2020;
17.03.2020;  31.03.2020;  21.04.2020;  14.05.2020;  04.03.2021;  09.03.2021;  11.03.2021;
20.04.2021; 22.04.2021; 29.04.2021.

- European Data Governance - Jean Monnet chair:  28.11.2019; 24.11.2020; 22.12.2020;
12.03.2021; 14.10.2021; 25.03.2022.

-  Smart  Cities,  AI  and  Digital  transformation  law:  26.09.2019;  04.10.2019;  31.10.2019;
28.11.2019;  01.10.2020;  09.10.2020;  16.10.2020;  30.10.2020;  13.11.2020;  03.12.2020;
04.12.2020  ;  27.09.2021;  30.09.2021;  11.10.2021;  14.10.2021;  18.10.2021;  21.10.2021;
28.09.2022.

- Legal Informatics for Philosophy and Sociology of Law: 26.11.2020; 21.10.2021.

- Computer skills: 30.10.2019 ; 29.10.2020.



- Teaching Law and Economics (Prof. Paolo di Lucia): 17.04.2019; 14.04.2021.

Modulo Jean Monnet Sicurezza, diritto e religione (2022)

Teaching activity within the “Jean Monnet module on Security, law and religion” - entitled:
La radicalizzazione online (en: Online radicalization). Date 03.05.2022.

Progetto Primed (2021)

Teaching activity within the “Advanced Training Course in Religion, Culture, Law: Islam
and Integration in Italy” - PriMed project, entitled: La propaganda religiosa (en: Religious
propaganda). Date 01.07.2021.

[ 2018 – 2020 ]  High school seminars 

CO.RE.COM of Lombardy (2020)

Online  teaching  activities  in  middle  and high  schools  on  the  topic  of  fake  news  and
disinformation with the University of Milan (ISLC) and the CO.RE.COM of Lombardy, on:
07.04.2020;  20.04.2020;  27.04.2020;  28.04.2020;  08.05.2020;  12.05.2020;  14.05.2020;
19.05.2020; 20.05.2020; 21.05.2020; 26.05.2020; 28.05.2020.

Building Peace Festival (2018)

Teaching activity at the seminar “Cybersecurity and fake news” of the Schools Project -
Brescia, within the Building Peace Festival, on 16.11.2018.

[ 2018 – Current ]  Private Organisations 

EU H2020 TRANSFORM - Lombardy (2022)

Training activities in the project, aimed at Citizens' Jury training, in Milan on 11.06.2022.

TRANSFORM is a project to helps the Lombardy Region (in a broader dialogue with its
counterparts Catalunya, Spain and Bruxelles-Capitale, Belgium) to advance this goal along
two lines: by introducing tools and principles of Responsible Research and Innovation
into regional government and by taking citizens' views into account in the process of
strategic regional policy-making through a structured process of citizen engagement.

International Journalism Festival, Perugia (2022)

Speaker at the International Festival, in the panel "Geopolitica dell'informazione,
biometria e diritti umani" (en: Geopolitics of Information, Biometrics and Human Rights),
in Perugia on 06.04.2022.

Scuola di formazione "David Sassoli" - PD Lombardia (2022)

Speaker at the event with an intervention on digital and geopolitics. Milano, 30.04.2022

Corso di Geopolitica e Relazioni internazionali (2018, 2019)

Teaching activity at the 2018 course, with title: Information warfare e cyberwar (en:
Information warfare and cyberwar), on 10.03.2018.

Teaching activity at the 2019 course, with title: Disinformazione e minacce ibride (en: Disinf
ormation and hybrid threats), 04.05.2019.

Conferences at ACLI Milanesi (2014-present)

Conferences at ACLI circles on the topics of geopolitics, Europe and digital (fake news and
disinformation): Motta di Campodolcino 28.08.2014; Cagliari 29.06.2017; Meda
01.02.2018; Cinisello Balsamo 07.02.2018; Pero 10.09.2018; Cinisello Balsamo 30.01.2019;



Other language(s): 

English 
LISTENING C1 READING C1 WRITING C1 

SPOKEN PRODUCTION C1 SPOKEN INTERACTION C1 

French 
LISTENING A2 READING A2 WRITING A2 

SPOKEN PRODUCTION A2 SPOKEN INTERACTION A2 

Polish 
LISTENING A1 READING A1 WRITING A1 

SPOKEN PRODUCTION A1 SPOKEN INTERACTION A1 

Milan Pratocentenaro 31.01.2019; Lainate 15.02.2019; Rozzano 27.02.2019; Milan
Gallaratese 04.03.2019; Milan Comasina 12.04.2019; Saronno 03.05.2019; Milan C. Gobba
05.06.2019; online Acli Milano 04.05.2020; online Acli Milano 14.05.2021.

1. Publication of the booklet Social, fake news and politics - A practical guide to the use
of social networks, a project realised with a call for proposals of the 5x1000 of the
ACLI Milanesi, 10.09.2018 (available online).

VOLUNTEERING  
[ 11/2020 – Current ]  Member of the Provincial Council of ACLI Milan, Monza and Brianza Milan,

Italy 

Representative assembly of ACLI Milan, Monza and Brianza.

[ 2016 – Current ]  Organiser of "Geopolitics and International Relations Course" Milan 

Organiser of the 9th-to-16th editions of the Course, with the Circolo ACLI Geopolitico Aps,
Acli Milanesi and the NGO “Ipsia of Milan”.

[ 07/2015 – Current ]  Founding member of the Circolo ACLI Geopolitico Aps Milan, Italy 

Thematic association established at ACLI Milanesi, Via della Signora n. 3 - Milan. 

President since Feb. 2017-Ongoing.

LANGUAGE SKILLS  
Mother tongue(s): Italian 

Levels: A1 and A2: Basic user; B1 and B2: Independent user; C1 and C2: Proficient user

DIGITAL SKILLS  
Knowledge Management Systems (Obsidian, Zettlr, Archive) |  Word processing and
bibliography tools (Word, Zotero) |  Qualitative Data Analysis (nVivo) 

SCIENTIFIC PUBLICA‐
TIONS (MONOGRAPHS)  

 Pulire l'infosfera (2022) 

● G. Suffia, Pulire l’infosfera, Giuffrè Francis Lefebvre, Milano, 2022.

ISBN: 9788828840251 in the series Informatica Giuridica, vol. no. 13.

In English "cleaning the infosphere", monograph on disinformation as a form of influence
and hybrid threat. In the paradigm of “infosphere” and "documediality", the book
discusses the main difficulties for an AI to understand the human information and,
automatically, select what disinformation is.

 Geografia delle cyberwars (2018) 

● G. Suffia, Geografia delle cyberwars, Giuffrè Francis Lefebvre, Milano, 2018.



ISBN: 9788814228834 in the series "Informatica Giuridica", vol. no. 6.

In English "geography of cyberwars", monograph on cyber warfare in light of the
geographical components of cyberspace, the international legal framework, strategic
documents and existing geopolitical relationships.

SCIENTIFIC PUBLICA‐
TIONS (BOOK CHAPTER

AND PAPERS)  
[ 2019 – Current ]  Book Chapters 

● G. Suffia, Disinformazione e utilizzi strumentali dei simboli religiosi: il caso della città di
Astana – Nur-sultan (Disinformation and instrumental uses of religious symbols: the case of
the city of Astana - Nur-sultan), in A. Negri, G. Ragone, M. Toscano, L. Vanoni (eds.), I simboli
religiosi nella società contemporanea, Law and Legal Institutions, Giappichelli, 2021.

● G. Suffia, Disinformazione e Covid-19: problematiche e aspetti geopolitici (Disinformation
and Covid-19: issues and geopolitical aspects), in M. Sala, M. Scaglioni (eds.), L’altro virus:
comunicazione e disinformazione al tempo del COVID-19, Vita e Pensiero, 2020.

● G. Suffia, Part VII. Computer crimes, chapter 2 § 1-11, in G. Ziccardi (eds.), Cyberlaw in
Italy, Wolters Kluwer, 2020.

● G. Suffia, La società liquida e il caso Snowden (Liquid society and the Snowden case), in G.
Ziccardi, P. Perri (eds.), Tecnologia e Diritto, Vol. 3, Giuffrè Francis Lefebvre, Milano, 2019.

● G. Suffia, Fake news e disinformazione (Fake news and disinformation), in G. Ziccardi, P.
Perri (eds.), Tecnologia e Diritto, Vol. 3, Giuffrè Francis Lefebvre, Milano, 2019.

[ 2018 – Current ]  Articles and papers - "Class A" Anvur Journals 

●  A.  Lavorgna,  G.  Suffia.  La  nuova  proposta  europea  per  regolamentare  i  Sistemi  di
Intelligenza Artificiale e la sua rilevanza nell’ambito della giustizia penale: un passo necessario,
ma non sufficiente, nella giusta direzione (The new European proposal to regulate Artificial
Intelligence Systems and its relevance in criminal justice: a necessary but not sufficient step in
the right direction), in Diritto Penale Contemporaneo, 2:88-105, 2021 - in “Fascia A”, Anvur.

●  G. Suffia, Fake news, guerra dell’informazione ed equilibri  democratici,  part 1,  par.  1-4
(Fake news, information warfare and democratic balances, part 1, paras. 1-4), in G. Ziccardi,
G.  Suffia,  Fake  news,  guerra  dell’informazione  ed  equilibri  democratici,  Federalismi  n.
11/2020 (ISSN 1826-3534), 2020 - in “Fascia A”, Anvur.

●  G.  Suffia,  Nella  guerra  dell’informazione  è  necessario  ripartire  dalle  definizioni  (In  the
information war it is necessary to start again from definitions), in Notizie di Politeia (ISSN
1128-2401) n. 132, Milano, 2018 in “Fascia A”, Anvur.

[ 2015 – Current ]  Articles and papers 

● G. Suffia, A. Lavorgna, S. Icardi, Polizia "smart" tra paure e realtà: un'analisi esplorativa
sulla rappresentazione mediatica dello smart policing in Italia, Studi sulla questione
criminale, XVII, n. 3, Carocci Editore SpA, 2022, (ISSN 1828-4973) pp. 95-116.

●  G.  Suffia, Smart cities e digital  divide:  una proposta di  analisi  (Smart cities and digital
divide: a proposal for analysis), in Ciberspazio e diritto (ISSN 1591-9544) n. 2, Stem Mucchi
Editore, Modena, 2021.



●  G. Suffia, La cifratura dei dati  (Data encryption),  in G. Ziccardi (eds.),  Lo studio legale
sicuro, Giuffrè Francis Lefebvre, Milano, 2021.

● G. Suffia, Gli attacchi a studi legali nella società digitale tra realtà e fiction (Attacks on law
firms in the digital society between reality and fiction), in G. Ziccardi (eds.), Lo studio legale
sicuro, Giuffrè Francis Lefebvre, Milano, 2021.

●  G.  Suffia,  Per  una  partecipazione  qualificata  nella  società  iper-veloce  (For  qualified
participation in the hyper-fast society), in Ciberspazio e diritto (ISSN 1591-9544) n. 2, Stem
Mucchi Editore, Modena, 2020.

●  G. Suffia, La cifratura dei dati del professionista (Encryption of practitioner data),  in G.
Ziccardi  (eds.),  Delocalizzazione  e  dematerializzazione  dello  studio  legale,  Giuffrè  Francis
Lefebvre, Milano, 2020.

●  G.  Suffia,  La navigazione sicura e  anonima (Secure  and anonymous navigation),  in  G.
Ziccardi  (eds.),  Delocalizzazione  e  dematerializzazione  dello  studio  legale,  Giuffrè  Francis
Lefebvre, Milano, 2020.

●  G.  Suffia,  Le  guerre  cibernetiche  tra  rischi  e  deterrenza (Cyber  wars  between risk  and
deterrence), in Diritto di Internet (ISSN 2612-4491), Pisa, 2020.

●  G. Suffia, La sovranità digitale europea: conquiste e sfide (European digital sovereignty:
achievements and challenges), in IsAG – Geopolitica (ISSN 2009-9193), Roma, n. 2/2019.

●  G.  Suffia,  Effetti  geopolitici  del  Datagate:  appunti  e  spunti  per  la  geopolitica  della
sorveglianza globale (Geopolitical effects of Datagate: notes and insights into the geopolitics of
global surveillance), in Ciberspazio e diritto (ISSN 1591-9544) n. 3, Stem Mucchi Editore,
Modena, 2015.

[ 2022 – Current ]  Conference Proceedings 

● G. Suffia, How to regulate a Digital Twin City? Insights from a Proactive Law approach:
How “human in the loop” and “precautionary principles” can serve policymakers in their
attempt to incorporate respect of rights and solidarity in the smart city, in DGO '23:
Proceedings of the 24th Annual International Conference on Digital Government
Research, pp 122–128, https://doi.org/10.1145/3598469.3598482 (open access)

● G. Suffia, Legal issues of the digital twin cities in the current and upcoming European
legislation: Can digital twin cities be used to respond to urbanisation problems?, in
ICEGOV '22: Proceedings of the 15th International Conference on Theory and Practice of
Electronic Governance, pp 534–537, https://doi.org/10.1145/3560107.3560188 (open
access)

[ 2020 ]  
Lemmas in "Dizionario Legal tech"
(2020)  

Entries: Assange, Julian; Cambridge Analytica; Dark web; Drone; Echelon; Enigma; Fake News;
Hybrid  Threats;  Lawfare;  Legal  XML;  Leaking;  NSA  (National  Security  Agency);  Psicometria;
Singolarità tecnologica; Snowden Edward; Turing, Alan; von Neumann, John; WikiLeaks; Wylie
Cristopher 



updated 03.09.2023

●  G.  Ziccardi,  P.  Perri  (eds.),  “Dizionario Legal  tech”,  Giuffrè Francis  Lefebvre,  Milano,
2020.


	Gabriele
        Suffia
	EDUCATION AND TRAINING
	International PhD Programme in Law, Science and Technology (LAST-JD) - 37th cycle
	II-level Post-graduated Master degree in "Geopolitics and Global Security"
	Postgraduate course (it: Corso di Perfezionamento)
	Master Degree in Law
	Classical high school diploma

	WORK EXPERIENCE
	Type B Research Scholarship (it: Assegno di ricerca)
	Member of the Compliance Scrutiny Group
	Political advisor of the ACLI International Department
	Trainee Lawyer

	RESEARCH PATH
	Member of DGS - Digital Government Society
	Research Fellow at ISLC - Information Society Law Center
	Teaching Activities
	Exams
	Tutoring

	PARTICIPATION ON BOARDS OF SCIENTIFIC JOURNALS
	Il diritto di Internet
	Ciberspazio e Diritto

	SCHOLARSHIPS
	Research Marco Polo Programme (n. 2, 2022)
	UNU-EGOV Scholarships (ICEGOV 2022)

	CONFERENCES AND SEMINARS
	SUMMER SCHOOLS & INTENSIVE COURSES
	15th Annual PSSI Summer School “NATO in the Age of Hybrid Warfare”
	Eurojus Summer School “European Criminal Area and Fundamental Rights"
	ISPI Intensive Course in “Human rights defenders”

	TEACHING AND TRAINING ACTIVITIES WITH PUBLIC AND PRIVATE ENTITIES
	Academic Teaching - Postgraduate courses, Master courses and PhD courses
	Academic teaching - Undergraduate courses
	High school seminars
	Private Organisations

	VOLUNTEERING
	LANGUAGE SKILLS
	English
	French
	Polish

	DIGITAL SKILLS
	SCIENTIFIC PUBLICATIONS (MONOGRAPHS)
	Pulire l'infosfera (2022)
	Geografia delle cyberwars (2018)

	SCIENTIFIC PUBLICATIONS (BOOK CHAPTER AND PAPERS)
	Book Chapters
	Articles and papers - "Class A" Anvur Journals
	Articles and papers
	Conference Proceedings
	Lemmas in "Dizionario Legal tech" (2020)




 
     
     
         
         Owner
         
             
                 Gabriele
                 Suffia
            
             
                 Email
                 gabriele.suffia@gmail.com
            
        
         1
    
     
         
             Gabriele
             Suffia
        
         
             Email
             gabriele.suffia@gmail.com
        
         
             Web
             https://gabrielesuffia.notion.site
        
         
             Social Media
             linkedin
             https://www.linkedin.com/in/gabriele-suffia/
        
         
             Social Media
             other
             ORCID
             https://orcid.org/0000-0002-2305-6563
        
         
             InstantMessage
             other
             Mastodon
             @gabrielesuffia@mastodon.uno
        
         
             Telephone
             mobile
             39
             3406987185
             it
        
         
             home
             
                 Via Statale 45
                 Santa Maria Hoé (LC)
                 it
                 23889
            
        
         it
         1989-09-03
         male
         ita
    
     
         
         
             
                 University of Milan - Department “C. Beccaria”
                 
                     
                         
                             Milan
                             it
                        
                    
                
                 
                     Type B Research Scholarship (it: Assegno di ricerca)
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                             2021-10-31
                        
                         false
                    
                     <p>Winner of the public competition for a type B research scholarship in legal sciences at the University of Milan, within the research programme entitled “Cyber warfare, information warfare and threats to political systems, democratic balances and the international order”, under the scientific supervision of Prof. Giovanni Ziccardi at the ISLC - Information Society Law Center of the University of Milan, Department “C. Beccaria”. Renewed in April 2020 and April 2021.</p>
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                     <p class="ql-align-justify">Occasional collaboration with Avis Nazionale to control legislative compliance of municipal, provincial and regional association statutes with the new regulations applicable to Third Sector organisations.</p>
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                     Political advisor of the ACLI International Department
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                             2019-06
                        
                         false
                    
                     <p>Drafting of dossiers, articles and documents, in connection with ACLI FAI (Federazione Acli Internazionali) and the European network EZA (European Centre for Workers’ Questions).</p><p>Organisation and media menagment at 2017 EZA Seminar "The ethical aspects of work in the digital age (Industry 4.0)" (Brussels, Belgium), 2018 EZA Seminar "The World of the Digital Work (Industry 4.0, new opportunities for young people" (Strasbourg, France) and 2019 EZA Seminar ("A social Europe and a Europe of work, the contribution of workers' organizations" - Paris, France).</p>
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                     <p class="ql-align-justify">Registration at the Register of Practising Lawyers of the Court of Milan. Training in Criminal law, Civil law, Administrative law.</p>
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                 Alma Mater University of Bologna, University of Luxembourg
                 
                     
                         
                             Bologna
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                     International PhD Programme in Law, Science and Technology (LAST-JD) - 37th cycle
                     <p>PhD Supervisors and Co-tutelle:</p><ol><li><span class="ql-ui"></span>Prof. Giovanni Ziccardi (UniMi)</li><li><span class="ql-ui"></span>Prof. Pascal Bouvry (UniLu)</li></ol><p><br></p><p>Activities:</p><ol><li><span class="ql-ui"></span>study of the legal-informatics profiles of the smart city, with particular reference to social sustainability and big data;</li><li><span class="ql-ui"></span>study of the legal-informatics profiles of the “digital twin cities”.</li></ol>
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                     II-level Post-graduated Master degree in "Geopolitics and Global Security"
                     
                         110/110
                    
                     La nascita di un'Info-Stato? La rete Internet del Kosovo (en: The birth of an info-State? The Internet network of Kosovo)
                     <p class="ql-align-justify">Topics of the Master's course were the history of geopolitics, the international relations of Italy and the European Union (with a particular focus on Brexit), national security and structured intelligence analysis techniques (modules by the DIS - “Dipartimento delle informazioni per la sicurezza” of the Italian Prime Minister”s Office).</p><p class="ql-align-justify"><br></p><p class="ql-align-justify">Italian title: "Master II livello in Geopolitica e Sicurezza Globale".</p><p class="ql-align-justify">Thesis discussion: 02.03.2018</p><p class="ql-align-justify"><br></p>
                     ETCS / CFU
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                         2015
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                     Postgraduate course (it: Corso di Perfezionamento)
                     Considerations on privacy and contractual clauses in cloud computing
                     <p class="ql-align-justify">Advanced course in <strong>Computer forensics and Data protection </strong>(prof. Pierluigi Perri), held on 12.06.2015 at the University of Milan, with final paper entitled: <em>Considerazioni su privacy e clausole contrattuali nel cloud computing (Considerations on privacy and contractual clauses in cloud computing)</em>.</p>
                
            
             
                 University of Milan
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                             it
                        
                    
                
                 
                     
                         2008
                    
                     
                         2014
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                     Master Degree in Law
                     Effetti giuridici e geopolitici del Datagate (en: Geopolitical and juridical effects of Datagate)
                     <p class="ql-align-justify">With dissertation in Legal Informatics (Prof. Giovanni Ziccardi). Specific exams: Advanced commercial law (grade: 30/30), Industrial law - innovation and competition (grade: 30/30). Selected parts published as an article in the academic journal “Ciberspazio e Diritto”, no. 3/2015.</p><p class="ql-align-justify"><br></p><p class="ql-align-justify">it: Laurea magistrale ciclo unico (LMG/01)</p><p class="ql-align-justify">thesis discussion: 17.03.2015</p><p class="ql-align-justify"><br></p>
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                 Qualitative Data Analysis (nVivo)
            
        
         
         
             
                 ICON-S Italia Annual Conference (upcoming)
                 
                     
                         2023-10-13
                    
                     
                         2023-10-14
                    
                     false
                
                 Università Bocconi, Milano, Italy
                 <p><span style="background-color: rgb(255, 255, 255); color: rgb(64, 64, 64);">Speaker with a speech on digital twin cities entitled </span><em>“</em><em>Il rapporto tra luoghi e diritto nella realtà ibrida fisico-digitale: riflessioni sulla clubbizzazione della vita urbana e la gestione dei luoghi digitali nelle città contemporanee</em><em>" </em><span style="background-color: rgb(255, 255, 255); color: rgb(64, 64, 64);">(en: </span>The relationship between places and law in hybrid physical-digital reality: reflections on the clubbing of urban life and the management of digital places in contemporary cities<span style="background-color: rgb(255, 255, 255); color: rgb(64, 64, 64);">).</span></p>
            
             
                 DGO 2023
                 
                     
                         2023-07-11
                    
                     
                         2023-07-14
                    
                     false
                
                 Gdansk, Poland
                 <p><span style="background-color: rgb(255, 255, 255); color: rgb(64, 64, 64);">Participation with a paper entitled: </span><em>“</em><em>How to regulate a Digital Twin City? Insights from a Proactive Law approach".</em></p>
            
             
                 Annual Conference 2023 of LAST-JD
                 
                     
                         2023-07-05
                    
                     
                         2023-07-06
                    
                     false
                
                 Bologna, Italy
                 <p>Speaker at the conference with an abstract of my Doctoral research</p>
            
             
                 AI and ICT: the Digital Revolution and European Democracy
                 
                     
                         2022-12-15
                    
                     
                         2022-12-16
                    
                     false
                
                 University of Turin, Turin, Italy
                 <p>Speaker with a paper entitled: <em>"Is it Inevitable that the Economic Cost Factor Limits the Application of European Digital Laws?"</em>. Conference organised by the <span style="color: rgb(51, 51, 51); background-color: rgb(255, 255, 255);">Jean Monnet Centre of Excellence on Artificial Intelligence for European Integration (University of Turin) with </span>UPO Università del Piemonte Orientale.</p>
            
             
                 Doctoral Consortium of ICEGOV 2022
                 
                     
                         2022-10-07
                    
                     false
                
                 Guimaraes, Portugal
                 <p class="ql-align-justify">Participation with a paper entitled: <em>“Legal issues of the digital twin cities in the current and upcoming European legislation: Can digital twin cities be used to respond to urbanisation problems?”</em>.</p>
            
             
                 ICON-S Italian Chapter - Bologna 2022
                 
                     
                         2022-09-16
                    
                     
                         2022-09-17
                    
                     false
                
                 Bologna, Italy
                 <p class="ql-align-justify">Speaker with a speech on “digital twin cities” entitled <em>“Il ruolo dello Stato nella definizione, programmazione e costruzione delle Digital Twin Cities"</em> (The role of the State in defining, planning and building Digital Twin Cities).</p>
            
             
                 Doctoral Consortium of JURIX 2021
                 
                     
                         2021-12-08
                    
                     false
                
                 Vilnius, Lithuania and online
                 <p class="ql-align-justify">Participation online with an intervention entitled: <em>“Legal principles for a cooperative decentralized data platform for communities”</em>.</p>
            
             
                 Personal Data and Smart Cities
                 
                     
                         2021-11-09
                    
                     false
                
                 "Persone & Privacy" association (webinar)
                 <p class="ql-align-justify">Speaker with an intervention entitled: <em>"Dati personali &amp; Smart cities"</em></p>
            
             
                 Religious symbols in contemporary society - project "SiNtesi" (webinar)
                 
                     
                         2021-09-22
                    
                     
                         2021-09-23
                    
                     false
                
                 University of Milan, Milan, Italy
                 <p class="ql-align-justify">Speaker with a paper entitled: “<em>Disinformazione e utilizzi strumentali dei simboli religiosi: il caso della città di Astana – NurSultan" </em>(en: Disinformation and instrumental uses of religious symbols: the case of the city of Astana – NurSultan).</p>
            
             
                 EU intellectual property - Slovak University of Agriculture
                 
                     
                         2021-04-30
                    
                     false
                
                 Nitra, Slovakia and online
                 <p class="ql-align-justify">Participation online with a paper entitled: <em>"Digital regeneration of villages and urban areas in Europe: the Italian perspective"</em>. The conference was organised by the Department of Law and the Department of the European Policies at the Faculty of European Studies and Regional Development of the Slovak University of Agriculture in Nitra, Slovakia.&nbsp;Funding from the European Union Project Jean Monnet Module EU Intellectual Property no. 599683-EPP-1-2018-1-SK-EPPJMO-MODULE and the support of the World Union of Agricultural Law - Union Mondiale des Agraristes Uniersitaires (UMAU). </p>
            
             
                 Legal expert workshop - European Centre of Excellence for Countering Hybrid Threats (Hybrid CoE)
                 
                     
                         2020-10-05
                    
                     false
                
                 Helsinki, Finland and online
                 <p class="ql-align-justify">Participation as a member. </p><p><br></p>
            
             
                 ISLC Youth Conference 2019
                 
                     
                         2019-12-20
                    
                     false
                
                 University of Milan, Milan, Italy
                 <p class="ql-align-justify">Finalist in the essay competition.</p>
            
             
                 ICON-S Italian Chapter - Firenze 2019
                 
                     
                         2019-11-22
                    
                     
                         2019-11-23
                    
                     false
                
                 Florence, Italy
                 <p>Speaker with a speech on deepfake entitled <em>“Innegabilmente vero: la tutela pubblica nell’era dei deepfake" </em>(en: Undeniably true: public protection in the era of deepfake).</p>
            
             
                 Delegate at Legal expert meeting - European Centre of Excellence for Countering Hybrid Threats (Hybrid CoE)
                 
                     
                         2019-04-08
                    
                     
                         2019-04-10
                    
                     false
                
                 Exeter Law School, University of Exeter, Exeter, United Kingdom
                 <p class="ql-align-justify">Participation as a delegate by Prof. Giovanni Ziccardi in the "Legal expert meeting" (April 10), into the international conference “Legal Resilience in an Era of Hybrid Threats”. Responsible organiser: Dr. Aurel Sari (University of Exeter).</p><ol><li class="ql-align-justify"><span class="ql-ui"></span>Contributor in A. Sari, “Hybrid CoE Trend Report 3: Hybrid threats and the law: concepts, trends and implications”, European Centre of Excellence for Countering Hybrid Threats, 2020.</li></ol>
            
             
                 Cyberwar and cybersecurity: international balances and conflicts
                 
                     
                         2018-05-29
                    
                     false
                
                 University of Milan, Milan, Italy
                 <p class="ql-align-justify">Speaker at the conference with a paper entitled: <em>“Come dovremmo raccontare le guerre dell’informazione?"</em> (en: How should we narrate information wars?).</p>
            
        
         
             
                 Member of the Provincial Council of ACLI Milan, Monza and Brianza
                 
                     
                         2020-11
                    
                     true
                
                 Milan, Italy
                 <p>Representative assembly of ACLI Milan, Monza and Brianza.</p>
            
             
                 Organiser of "Geopolitics and International Relations Course" 
                 
                     
                         2016
                    
                     true
                
                 Milan
                 <p class="ql-align-justify">Organiser of the 9th-to-16th editions of the Course, with the Circolo ACLI Geopolitico Aps, Acli Milanesi and the NGO “Ipsia of Milan”.</p>
            
             
                 Founding member of the Circolo ACLI Geopolitico Aps
                 
                     
                         2015-07
                    
                     true
                
                 Milan, Italy
                 <p class="ql-align-justify">Thematic association established at ACLI Milanesi, Via della Signora n. 3 - Milan. </p><p class="ql-align-justify">President since Feb. 2017-Ongoing.</p><p class="ql-align-justify"> </p>
            
        
         
             Research Path
             
                 Member of DGS - Digital Government Society 
                 
                     
                         2023-05
                    
                     true
                
                 <p>The Digital Government Society (DGS) is a global, multi-disciplinary organization of scholars and practitioners interested in the development and impacts of digital government.</p><p><br></p>
            
        
         
             Research Path
             
                 Research Fellow at ISLC - Information Society Law Center
                 
                     
                         2018-05
                    
                     true
                
                 <p class="ql-align-justify">Research activities are: publication of scientific articles on information warfare, hybrid threats, smart cities and e-government; participation in internal discussing groups; help in organisation of events and seminars.</p>
            
        
         
             Research Path
             
                 Teaching Activities
                 
                     
                         2019
                    
                     
                         2021
                    
                     false
                
                 <p class="ql-align-justify">Teaching activity in Legal Informatics and Advanced Legal Informatics at the Faculty of Law - Department of Legal Sciences “Cesare Beccaria”, University of Milan. In charge of:</p><p class="ql-align-justify">- the didactic coordination of the postgraduate course in “Coding for Lawyers and Legal tech”, a.y. 2020/2021.</p><p class="ql-align-justify">- the renewal of the university course programme in “Smart Cities, Artifical Intelligence and Digital transformation law” (6 CFU), a. y. 2019/2020, and the didactic coordination of the course, a. y. 2019/2020; 2020/2021; 2021/2022.</p><p class="ql-align-justify">- the didactic coordination of the university course in “Informatica giuridica Avanzata (Advanced Legal Informatics)” (6 CFU), a. y. 2019/2020 and 2020/2021.</p>
            
        
         
             Research Path
             
                 Exams
                 
                     
                         2019
                    
                     true
                
                 <p class="ql-align-justify">Member of the Profit Examination Board for the examinations of Legal Informatics, Advanced Legal Informatics, Computer Skills and Smart Cities, at the Faculty of Law, University of Milan.</p>
            
        
         
             Research Path
             
                 Tutoring
                 
                     
                         2019
                    
                     
                         2021
                    
                     false
                
                 <p class="ql-align-justify">Tutoring and assistance in the writing of theses for undergraduates of the Legal Informatics Chairs (basic and advanced) at the University of Milan.</p>
            
        
         
             Participation on Boards of scientific journals
             
                 Il diritto di Internet
                 
                     
                         2019-03
                    
                     true
                
                 <p>Member of the Editorial Board of the scientific journal “Il diritto di Internet"</p>
                 https://dirittodiinternet.it/
            
        
         
             Participation on Boards of scientific journals
             
                 Ciberspazio e Diritto
                 
                     
                         2018-05
                    
                     true
                
                 <p>Member of the Editorial Board of the scientific journal “Ciberspazio e Diritto”.</p>
                 https://www.mucchieditore.it/index.php?option=com_virtuemart&view=productdetails&virtuemart_product_id=162&virtuemart_category_id=23
            
        
         
             Scholarships
             
                 Research Marco Polo Programme (n. 2, 2022)
                 
                     
                         2023-03
                    
                     
                         2023-06
                    
                     false
                
                 <p>Mobility scholarship awarded on merit (on 25.01.2023), funded by University of Bologna (DSG - Dipartimento di Scienze giuridiche) to promote research activities abroad for young UniBo researchers.</p>
            
        
         
             Scholarships
             
                 UNU-EGOV Scholarships (ICEGOV 2022)
                 
                     
                         2022-10
                    
                     false
                
                 <p>Conference scholarship provided by the United Nations University (UNU-EGOV) for attending ICEGOV.</p>
            
        
         
             Summer schools & Intensive Courses
             
                 15th Annual PSSI Summer School “NATO in the Age of Hybrid Warfare”
                 
                     
                         2019-05-30
                    
                     
                         2019-06-05
                    
                     false
                
                 <p>Residential school organised by Prague Security Studies Institute, in Orlik, Czech Republic.</p><p>Member of the PSSI Alumni since the end of the Summer School.</p>
            
        
         
             Summer schools & Intensive Courses
             
                 Eurojus Summer School “European Criminal Area and Fundamental Rights"
                 
                     
                         2018-05-31
                    
                     
                         2018-06-28
                    
                     false
                
                 <p class="ql-align-justify">44 hours school organised with hold at University of Milan. Complete title: Eurojus Summer School “European Criminal Area and Fundamental Rights. Il ravvicinamento delle legislazioni penali degli Stati membri dell”Unione Europea”.</p>
            
        
         
             Summer schools & Intensive Courses
             
                 ISPI Intensive Course in “Human rights defenders”
                 
                     
                         2016-12-02
                    
                     
                         2016-12-03
                    
                     false
                
                 <p>Organised in Milan by the ISPI - Institute for International Policy Studies.</p>
            
        
         
             Teaching and Training Activities with Public and Private Entities
             
                 Academic Teaching - Postgraduate courses, Master courses and PhD courses
                 
                     
                         2019
                    
                     true
                
                 <p><em>University of Milan - PhD course seminar (2021)</em></p><p>Teaching activity (4h) at the University of Milan, PhD course seminar entitled “The digital transformation of the city, citizens, children and patients in the society of Big Data, sensors and artificial intelligence”, with specific reference to the lecture <em>La trasformazione digitale degli spazi urbani </em>(en: The digital transformation of urban spaces), on 15.11.2021.</p><p><br></p><p><em>University of Milan - Master course (2019)</em></p><p>Teaching activity at the Master”s Degree Course in “Data Science for economics, business and finance” (UniMi - Prof. Giancarlo Manzi), 25.10.2019.</p><p><br></p><p><em>University of Milan - Postgraduate Courses (2021)</em></p><p>Teaching activity at the Postgraduate Course in “Big Data, AI and Platforms” (UniMi - Prof. Pierluigi Petti), entitled <em>Dati pubblici e Smart cities </em>(en: Public Data and Smart Cities), on 01.07.2021.</p><p>Teaching activity at the Advanced Course (post-graduate) in “Coding for Lawyers and Legal tech” (UniMi - Prof. Giovanni Ziccardi), entitled <em>Il giurista nella smart city</em> (en: Jurist in a Smart City), on 26.03.2021.</p>
            
        
         
             Teaching and Training Activities with Public and Private Entities
             
                 Academic teaching - Undergraduate courses
                 
                     
                         2016
                    
                     true
                
                 <p class="ql-align-justify"><em>University of Milan (2016-present)</em></p><p class="ql-align-justify">Teaching collaboration with the Chairs of Legal Informatics and Advanced Legal Informatics at the University of Milan on the topics of global surveillance, information warfare, smart cities and legal informatics. Lectures in:</p><p class="ql-align-justify">- Legal Informatics: 01.04.2016; 15.03.2018; 19.04.2018; 01.03.2019; 14.03.2019; 02.05.2019; 03.05.2019; 15.04.2021.</p><p class="ql-align-justify">- Advanced Legal Informatics: 14.03.2019; 29.03.2019; 09.05.2019; 10.03.2020; 17.03.2020; 31.03.2020; 21.04.2020; 14.05.2020; 04.03.2021; 09.03.2021; 11.03.2021; 20.04.2021; 22.04.2021; 29.04.2021.</p><p class="ql-align-justify">- European Data Governance - Jean Monnet chair: 28.11.2019; 24.11.2020; 22.12.2020; 12.03.2021; 14.10.2021; 25.03.2022.</p><p class="ql-align-justify">- Smart Cities, AI and Digital transformation law: 26.09.2019; 04.10.2019; 31.10.2019; 28.11.2019; 01.10.2020; 09.10.2020; 16.10.2020; 30.10.2020; 13.11.2020; 03.12.2020; 04.12.2020 ; 27.09.2021; 30.09.2021; 11.10.2021; 14.10.2021; 18.10.2021; 21.10.2021; 28.09.2022.</p><p class="ql-align-justify">- Legal Informatics for Philosophy and Sociology of Law: 26.11.2020; 21.10.2021.</p><p class="ql-align-justify">- Computer skills: 30.10.2019 ; 29.10.2020.</p><p class="ql-align-justify">- Teaching Law and Economics (Prof. Paolo di Lucia): 17.04.2019; 14.04.2021.</p><p><br></p><p><em>Modulo Jean Monnet Sicurezza, diritto e religione (2022)</em></p><p class="ql-align-justify">Teaching activity within the “Jean Monnet module on Security, law and religion” - entitled:<em> La radicalizzazione online</em> (en: Online radicalization). Date 03.05.2022.</p><p class="ql-align-justify"><br></p><p class="ql-align-justify"><em>Progetto Primed (2021)</em></p><p>Teaching activity within the “Advanced Training Course in Religion, Culture, Law: Islam and Integration in Italy” - PriMed project, entitled: <em>La propaganda religiosa</em> (en: Religious propaganda). Date 01.07.2021.</p>
            
        
         
             Teaching and Training Activities with Public and Private Entities
             
                 High school seminars
                 
                     
                         2018
                    
                     
                         2020
                    
                     false
                
                 <p class="ql-align-justify"><em>CO.RE.COM of Lombardy (2020)</em></p><p class="ql-align-justify">Online teaching activities in middle and high schools on the topic of fake news and disinformation with the University of Milan (ISLC) and the CO.RE.COM of Lombardy, on: 07.04.2020; 20.04.2020; 27.04.2020; 28.04.2020; 08.05.2020; 12.05.2020; 14.05.2020; 19.05.2020; 20.05.2020; 21.05.2020; 26.05.2020; 28.05.2020.</p><p class="ql-align-justify"><br></p><p class="ql-align-justify"><em>Building Peace Festival (2018)</em></p><p class="ql-align-justify">Teaching activity at the seminar “Cybersecurity and fake news” of the Schools Project - Brescia, within the Building Peace Festival, on 16.11.2018.</p>
            
        
         
             Teaching and Training Activities with Public and Private Entities
             
                 Private Organisations
                 
                     
                         2018
                    
                     true
                
                 <p><em>EU H2020 TRANSFORM - Lombardy (2022)</em></p><p>Training activities in the project, aimed at Citizens' Jury training, in Milan on 11.06.2022.</p><p>TRANSFORM is a project to helps the Lombardy Region (in a broader dialogue with its counterparts Catalunya, Spain and Bruxelles-Capitale, Belgium) to advance this goal along two lines: by introducing tools and principles of Responsible Research and Innovation into regional government and by taking citizens' views into account in the process of strategic regional policy-making through a structured process of citizen engagement.</p><p><br></p><p><em>International Journalism Festival, Perugia (2022)</em></p><p>Speaker at the International Festival, in the panel "Geopolitica dell'informazione, biometria e diritti umani" (en: Geopolitics of Information, Biometrics and Human Rights), in Perugia on 06.04.2022.</p><p><br></p><p><em>Scuola di formazione "David Sassoli" - PD Lombardia (2022)</em></p><p>Speaker at the event with an intervention on digital and geopolitics. Milano, 30.04.2022</p><p><br></p><p><em>Corso di Geopolitica e Relazioni internazionali (2018, 2019)</em></p><p>Teaching activity at the 2018 course, with title: <em>Information warfare e cyberwar </em>(en: Information warfare and cyberwar), on 10.03.2018.</p><p>Teaching activity at the 2019 course, with title: <em>Disinformazione e minacce ibride</em> (en: D<span style="color: var(--eui-base-color); background-color: var(--eui-base-color-white);">isinformation and hybrid threats), 04.05.2019.</span></p><p><br></p><p><em>Conferences at ACLI Milanesi (2014-present)</em></p><p>Conferences at ACLI circles on the topics of geopolitics, Europe and digital (fake news and disinformation): Motta di Campodolcino 28.08.2014; Cagliari 29.06.2017; Meda 01.02.2018; Cinisello Balsamo 07.02.2018; Pero 10.09.2018; Cinisello Balsamo 30.01.2019; Milan Pratocentenaro 31.01.2019; Lainate 15.02.2019; Rozzano 27.02.2019; Milan Gallaratese 04.03.2019; Milan Comasina 12.04.2019; Saronno 03.05.2019; Milan C. Gobba 05.06.2019; online Acli Milano 04.05.2020; online Acli Milano 14.05.2021.</p><ol><li><span class="ql-ui"></span>Publication of the booklet Social, fake news and politics - A practical guide to the use of social networks, a project realised with a call for proposals of the 5x1000 of the ACLI Milanesi, 10.09.2018 (available online).</li></ol>
            
        
         
             Scientific publications (monographs)
             
                 Pulire l'infosfera (2022)
                 <p>● G. Suffia, <em>Pulire l’infosfera</em>, Giuffrè Francis Lefebvre, Milano, 2022.</p><p>ISBN: 9788828840251 in the series Informatica Giuridica, vol. no. 13.</p><p><br></p><p>In English "cleaning the infosphere", monograph on disinformation as a form of influence and hybrid threat. In the paradigm of “infosphere” and "documediality", the book discusses the main difficulties for an AI to understand the human information and, automatically, select what disinformation is.</p>
            
        
         
             Scientific publications (monographs)
             
                 Geografia delle cyberwars (2018)
                 <p>● G. Suffia, <em>Geografia delle cyberwars</em>, Giuffrè Francis Lefebvre, Milano, 2018.</p><p>ISBN: 9788814228834 in the series "Informatica Giuridica", vol. no. 6.</p><p><br></p><p>In English "geography of cyberwars", monograph on cyber warfare in light of the geographical components of cyberspace, the international legal framework, strategic documents and existing geopolitical relationships.</p>
            
        
         
             Scientific publications (Book chapter and Papers)
             
                 Book Chapters
                 
                     
                         2019
                    
                     true
                
                 <p><span style="color: rgb(64, 64, 64); background-color: rgb(255, 255, 255);">● G. Suffia, </span><em>Disinformazione e utilizzi strumentali dei simboli religiosi: il caso della città di Astana – Nur-sultan (Disinformation and instrumental uses of religious symbols: the case of the city of Astana - Nur-sultan)</em><span style="color: rgb(64, 64, 64); background-color: rgb(255, 255, 255);">, in A. Negri, G. Ragone, M. Toscano, L. Vanoni (eds.), </span><em>I simboli religiosi nella società contemporanea</em><span style="color: rgb(64, 64, 64); background-color: rgb(255, 255, 255);">, Law and Legal Institutions, Giappichelli, 2021.</span></p><p class="ql-align-justify"><br></p><p class="ql-align-justify"><span style="color: rgb(64, 64, 64); background-color: rgb(255, 255, 255);">● G. Suffia, </span><em>Disinformazione e Covid-19: problematiche e aspetti geopolitici (Disinformation and Covid-19: issues and geopolitical aspects)</em><span style="color: rgb(64, 64, 64); background-color: rgb(255, 255, 255);">, in M. Sala, M. Scaglioni (eds.), </span><em>L’altro virus: comunicazione e disinformazione al tempo del COVID-19</em><span style="color: rgb(64, 64, 64); background-color: rgb(255, 255, 255);">, Vita e Pensiero, 2020.</span></p><p class="ql-align-justify"><br></p><p class="ql-align-justify"><span style="background-color: rgb(255, 255, 255); color: rgb(64, 64, 64);">● </span>G. Suffia, <em>Part VII. Computer crimes, chapter 2 § 1-11</em><span style="color: rgb(64, 64, 64); background-color: rgb(255, 255, 255);">, in G. Ziccardi (eds.), Cyberlaw in Italy, Wolters Kluwer, 2020.</span></p><p class="ql-align-justify"><br></p><p class="ql-align-justify"><span style="background-color: rgb(255, 255, 255); color: rgb(64, 64, 64);">● </span>G. Suffia, <em>La società liquida e il caso Snowden (Liquid society and the Snowden case)</em><span style="color: rgb(64, 64, 64); background-color: rgb(255, 255, 255);">, in G. Ziccardi, P. Perri (eds.), Tecnologia e Diritto, Vol. 3, Giuffrè Francis Lefebvre, Milano, 2019.</span></p><p class="ql-align-justify"><br></p><p class="ql-align-justify"><span style="background-color: rgb(255, 255, 255); color: rgb(64, 64, 64);">● </span>G. Suffia, <em>Fake news e disinformazione (Fake news and disinformation)</em><span style="color: rgb(64, 64, 64); background-color: rgb(255, 255, 255);">, in G. Ziccardi, P. Perri (eds.), Tecnologia e Diritto, Vol. 3, Giuffrè Francis Lefebvre, Milano, 2019.</span></p>
            
        
         
             Scientific publications (Book chapter and Papers)
             
                 Articles and papers - "Class A" Anvur Journals
                 
                     
                         2018
                    
                     true
                
                 <p class="ql-align-justify"><span style="color: rgb(64, 64, 64); background-color: rgb(255, 255, 255);">● </span>A. Lavorgna, G. Suffia. <em>La nuova proposta europea per regolamentare i Sistemi di Intelligenza Artificiale e la sua rilevanza nell’ambito della giustizia penale: un passo necessario, ma non sufficiente, nella giusta direzione (The new European proposal to regulate Artificial Intelligence Systems and its relevance in criminal justice: a necessary but not sufficient step in the right direction)</em>, in Diritto Penale Contemporaneo, 2:88-105, 2021 - in “Fascia A”, Anvur.</p><p class="ql-align-justify"><br></p><p class="ql-align-justify"><span style="color: rgb(64, 64, 64); background-color: rgb(255, 255, 255);">● </span>G. Suffia, <em>Fake news, guerra dell’informazione ed equilibri democratici, part 1, par. 1-4 (Fake news, information warfare and democratic balances, part 1, paras. 1-4)</em>, in G. Ziccardi, G. Suffia, <em>Fake news, guerra dell’informazione ed equilibri democratici</em>, Federalismi n. 11/2020 (ISSN 1826-3534), 2020 - in “Fascia A”, Anvur.</p><p class="ql-align-justify"><br></p><p class="ql-align-justify"><span style="color: rgb(64, 64, 64); background-color: rgb(255, 255, 255);">● </span>G. Suffia, <em>Nella guerra dell’informazione è necessario ripartire dalle definizioni (In the information war it is necessary to start again from definitions)</em>, in Notizie di Politeia (ISSN 1128-2401) n. 132, Milano, 2018 in “Fascia A”, Anvur.</p>
            
        
         
             Scientific publications (Book chapter and Papers)
             
                 Articles and papers
                 
                     
                         2015
                    
                     true
                
                 <p><span style="color: rgb(64, 64, 64); background-color: rgb(255, 255, 255);">● </span><span style="color: rgb(38, 38, 38);">G. Suffia, A. Lavorgna, S. Icardi, </span><em>Polizia "smart" tra paure e realtà: un'analisi esplorativa sulla rappresentazione mediatica dello </em><span style="color: rgb(38, 38, 38);">smart policing</span><em> in Italia</em><span style="color: rgb(38, 38, 38);">, Studi sulla questione criminale, XVII, n. 3, Carocci Editore SpA, 2022, (ISSN 1828-4973) pp. 95-116.</span></p><p><br></p><p class="ql-align-justify"><span style="background-color: rgb(255, 255, 255); color: rgb(64, 64, 64);">● </span>G. Suffia, <em>Smart cities e digital divide: una proposta di analisi (Smart cities and digital divide: a proposal for analysis)</em>, in Ciberspazio e diritto (ISSN 1591-9544) n. 2, Stem Mucchi Editore, Modena, 2021.</p><p class="ql-align-justify"><br></p><p class="ql-align-justify"><span style="background-color: rgb(255, 255, 255); color: rgb(64, 64, 64);">● </span>G. Suffia, <em>La cifratura dei dati (Data encryption)</em>, in G. Ziccardi (eds.), <em>Lo studio legale sicuro</em>, Giuffrè Francis Lefebvre, Milano, 2021.</p><p class="ql-align-justify"><br></p><p class="ql-align-justify"><span style="background-color: rgb(255, 255, 255); color: rgb(64, 64, 64);">● </span>G. Suffia, <em>Gli attacchi a studi legali nella società digitale tra realtà e fiction (Attacks on law firms in the digital society between reality and fiction)</em>, in G. Ziccardi (eds.), <em>Lo studio legale sicuro</em>, Giuffrè Francis Lefebvre, Milano, 2021.</p><p class="ql-align-justify"><br></p><p class="ql-align-justify"><span style="background-color: rgb(255, 255, 255); color: rgb(64, 64, 64);">● </span>G. Suffia, <em>Per una partecipazione qualificata nella società iper-veloce (For qualified participation in the hyper-fast society)</em>, in Ciberspazio e diritto (ISSN 1591-9544) n. 2, Stem Mucchi Editore, Modena, 2020.</p><p class="ql-align-justify"><br></p><p class="ql-align-justify"><span style="background-color: rgb(255, 255, 255); color: rgb(64, 64, 64);">● </span>G. Suffia, <em>La cifratura dei dati del professionista (Encryption of practitioner data)</em>, in G. Ziccardi (eds.), <em>Delocalizzazione e dematerializzazione dello studio legale</em>, Giuffrè Francis Lefebvre, Milano, 2020.</p><p class="ql-align-justify"><br></p><p class="ql-align-justify"><span style="background-color: rgb(255, 255, 255); color: rgb(64, 64, 64);">● </span>G. Suffia, <em>La navigazione sicura e anonima (Secure and anonymous navigation)</em>, in G. Ziccardi (eds.), <em>Delocalizzazione e dematerializzazione dello studio legale</em>, Giuffrè Francis Lefebvre, Milano, 2020.</p><p class="ql-align-justify"><br></p><p class="ql-align-justify"><span style="background-color: rgb(255, 255, 255); color: rgb(64, 64, 64);">● </span>G. Suffia, <em>Le guerre cibernetiche tra rischi e deterrenza (Cyber wars between risk and deterrence),</em> in Diritto di Internet (ISSN 2612-4491), Pisa, 2020.</p><p class="ql-align-justify"><br></p><p class="ql-align-justify"><span style="background-color: rgb(255, 255, 255); color: rgb(64, 64, 64);">● </span>G. Suffia, <em>La sovranità digitale europea: conquiste e sfide (European digital sovereignty: achievements and challenges),</em> in IsAG – Geopolitica (ISSN 2009-9193), Roma, n. 2/2019.</p><p class="ql-align-justify"><br></p><p class="ql-align-justify"><span style="background-color: rgb(255, 255, 255); color: rgb(64, 64, 64);">● </span>G. Suffia, <em>Effetti geopolitici del Datagate: appunti e spunti per la geopolitica della sorveglianza globale (Geopolitical effects of Datagate: notes and insights into the geopolitics of global surveillance)</em>, in Ciberspazio e diritto (ISSN 1591-9544) n. 3, Stem Mucchi Editore, Modena, 2015.</p>
            
        
         
             Scientific publications (Book chapter and Papers)
             
                 Conference Proceedings
                 
                     
                         2022
                    
                     true
                
                 <p>● G. Suffia, How to regulate a Digital Twin City? Insights from a Proactive Law approach: How “human in the loop” and “precautionary principles” can serve policymakers in their attempt to incorporate respect of rights and solidarity in the smart city, in DGO '23: Proceedings of the 24th Annual International Conference on Digital Government Research, pp 122–128, https://doi.org/10.1145/3598469.3598482 (open access)</p><p><br></p><p>● G. Suffia, Legal issues of the digital twin cities in the current and upcoming European legislation: Can digital twin cities be used to respond to urbanisation problems?, in ICEGOV '22: Proceedings of the 15th International Conference on Theory and Practice of Electronic Governance, pp 534–537, https://doi.org/10.1145/3560107.3560188 (open access)</p>
            
        
         
             Scientific publications (Book chapter and Papers)
             
                 Lemmas in "Dizionario Legal tech" (2020)
                 
                     
                         2020
                    
                     false
                
                 <p class="ql-align-justify"><span style="background-color: var(--eui-base-color-white); color: var(--eui-base-color);">Entries: </span><em>Assange, Julian; Cambridge Analytica; Dark web; Drone; Echelon; Enigma; Fake News; Hybrid Threats; Lawfare; Legal XML; Leaking; NSA (National Security Agency); Psicometria; Singolarità tecnologica; Snowden Edward; Turing, Alan; von Neumann, John; WikiLeaks; Wylie Cristopher</em><span style="background-color: var(--eui-base-color-white); color: var(--eui-base-color);"> </span></p><p class="ql-align-justify"><br></p><p class="ql-align-justify">● <span style="background-color: var(--eui-base-color-white); color: var(--eui-base-color);">G. Ziccardi, P. Perri (eds.), “Dizionario Legal tech”, Giuffrè Francis Lefebvre, Milano, 2020.</span></p>
            
        
    


