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Internet access system through the Wireless Network

of the University of Bologna
(last update 8.04.2014)

Printable service summary document: the updated version is available online at the following address
http://www.unibo.it/almawifi

A WPA security access system has been implemented on every access point according to the requirements of WI-FI
Alliance, which guarantees complete encryption of all the traffic flows. In more detail, the WPA system has been
configured with TKIP and EAP (IEEE 802.1x) standards, where active directory users of the University DSA are validated
by a centralized Radius Server.

We remind you that user credentials should be activated by setting a personal password via the following website
https://www.dsa.unibo.it

For further information about connection problem please consult FAQ ALMAWIFI at http://www.unibo.it/almawifi

Client configuration using Windows 7

The system automatically identifies the available connections in the bottom bar, as shown in figure:

varie

Non connesso - Seno disponibili connessioni

10:53
30/11/2009

Click the right mouse button:

Risoluzione problemi

Apri Centro connessioni di rete e condivisione

Choose: “Open Network and Sharing Center”.
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Now you should view a window similar as below:

rk and Internet » N

rk and Sharing Center

@v 3 » ControlPanel » N

Control Panel Home

v [ A2 l | Search Control Panel

View your basic network information and set up connections

mew * x 9 See full map
e ndupter sty IT-H3559 Internet
Change advanced sharing (This computer)
settings
View your active networks Connect to a network

You are currently not connected to any networks.

Change your networking settings
| Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options

Access files and printers located on other network comp or change sharing settings.
@ Troubleshoot problems
Diag! and repair network problems, or get troubleshooting inf

Click on "Manage wireless networks”

@ ol’g‘- » Control Panel » Network and
Control Panel Home ;
View yo
Manage wireless networks
Change adapter settings
Change advanced sharing (T
settings
View your
Change y¢
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Will appear all the wireless networks already configured and you will be able to add new ones: choose the
button "Add"

Manage wireless networks that |

Windows tries to connect to these networl

Add  Adapter properties  Profile types
Networks you can view, modify, and reorder (]

Now you should view the following window:

How do you want to add a network?

s Manually create a network profile

This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and

security key (if applicable).

Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection
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Click on “Manually create a network profile” and complete fields as in the example shown in Figure:

Enter information for the wireless network you want to add

Network name: ALMAWIFI

Security type:

Encryption type:

Security Key: Hide characters

[ Start this connection automatically

[ Connect even if the network is not broadcasting
Waming: If you select this option, your computer's privacy might be at risk.

_Net || Cancel |

Click on Next button and then Change connection :

Successfully added

2 Change connection settings ALMAWIFI
Open the connection properties so that I can change the settings.

Click on “Change connection setting” and set option as in figure:
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Choose a network authentication method _
Mcrosoft: Protected EAP (PEAP) v)[ setungs |

ERMermyaedmndsfvﬂsmbonead\
time I'm loaoed on

| Advanced settngs |

Click on “Settings” and set the “thawte Primary Root CA” certificate:

Proprieta PEAP (=3

Per la connessione:
Convalida certificato server
Connetti ai server seguenti:
almawifi.unibo.it

Autorita di certificazione radice attendibili:
[] ACEDICOM Root

ACNLB

[7] Actalis Authentication CA G1

[ Actalis Authentication Root CA
AddTrust External CA Root

[] AdminCcA-CD-TO1

Admin-Root-CA -
< T ]

l>

Non chiedere all'utente di autorizzare nuovi server o autorita
di certificazione attendibili.

Selezionare il metodo di autenticazione:

(Password protetta (EAP-MSCHAP v2) *) [ configura... |

Abilita riconnessione rapida

Imponi Protezione accesso alla rete

Disconnetti se il server non presenta TLV di cryptobinding
Consenti privacy identitd | ‘

Lo [ amie ]

Click on “Configure...”:
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When connecting

—JManalcdymenvy\M\dmlogmnammd
- password (and domain ¥ any).

ok | [ Coce |

Set unchecked “Automatically use ...” and click “"OK".

Click on “Advanced settings” at Security tab:

Impostazioni 802, 1X

Spedificare la modalita di autenticazione:

v

Autenticazione utente

Salva credenziali

|| Elimina credenziali per tutti gli utenti

Set “User autentication” and complete the credentials:

Network Authentication

Please enter user credentials

[ ser name |
| Password |
| ok || Cancel

Insert user: name.surname@unibo.it
name.surname@studio.unibo.it

name.surname@esterni.unibo.it

and password and click OK.
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