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Internet access system through the Wireless Network ALMAWIFI

MS-Windows 10-11
(last update al 05/12/2025)

The updated version of the document is always the one published online at
http://www.unibo.it/almawifi

This document shows how to securely connect your Windows 10-11 device to the ALMAWIFI network of the
University of Bologna.

A WPA2-Enterprise security access system has been implemented on every access point according to the
requirements of WI-FI Alliance, which guarantees complete encryption of all the traffic flows.

During this process, you will be asked for your DSA (University Directory Service) institutional credentials,
which will be checked by a centralized server (Radius Server); only after passing the checks, your computer
will be automatically connected to the Internet.

This process must be done only the first time because subsequently your operating system will automatically
pass both the configuration and the credentials.

We remind you that user credentials should be activated by setting a personal password via the following
website: https://www.dsa.unibo.it

For further information about connection problems please consult FAQ ALMAWIFI at
http://www.unibo.it/almawifi
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Previous profile removal

If you experience some problems due to a pre-existent connection or if you want to edit it, we suggest you
to delete it before proceeding:

2 or @)on the bottom right

e click on the network managementicon [ * or
e right click on ALMAWIFI

e click on Forget

dirunibo.it

EI Connected

fortissl

ALMAWIFI Connect
Secured
Properties

@ Connect automatically

Forget

Connect

e create a new connection (see below).
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Automatic connection configuration

Click on the network managementicon [~ or S or @ ) on the bottom right to open the available wifi
networks (on Windows 11 you first have to click on the icon above Connecting) then select ALMAWIFI:

Windows 10: Windows 11:
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Insert your credentials (@unibo.it or @studio.unibo.it) then click OK:
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Windows 10:
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Windows 11;
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Now you have to check the certificate details to make sure that you’re connecting to the right network and
not to another wifi network with the same name. Click on Show certificate details and confront the Server
thumbprint with the one below:

60 CB 6B 1B F5 24 FF 03 EE 89 1B 57 18 C5 9D 90 F9 7E 54 8F

Windows 10

&
ﬁé ALMAWIFI

Connessione

Wuoi procedere con la connessione?

Se prevedi di trovare ALMAWIFI in

questo percorso, procedi e connettiti. In caso
contrario, & possibile che si tratti di un'altra rete
con lo stesso nome.

Mascondi dettagli del certificato

Rilasciato a: IT, Bologna, ALMA MATER
STUDIORUM - UNIVERSITA DI BOLOGNA,
wifl.unibo.it

Emesso da: GEANT TLS RSA 1

Identificazione personale server: 60 CB 6B 1B
F5 24 FF 03 EE 89 1B 57 18 C5 8D 90 F9 7E 54
aF

Connetti Annulla

Windows 11

Wuoi procedere con la connessione?

Se prevedi di trovare ALMAWIF in

guesta percorso, procedi e connetfiti. In caso
contrario, & possibile che si tratti di un‘altra
rete con lo stesso nome.

Mascondi dettagli del cerfificato

Rilasciato a: wifi.unibo.it

Emesso da: GEANT TLS RSA 1

Identificazione personale server: 60 CB 6B 1B
F5 24 FFO3 EE891B 57 18 C5 9D 90 F3 7E 54
8F

Connetti Annulla

Wait for the connection to be established:
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ALMAWIFI ALMAWIFI
Connecting * Connected, secured

Checking netwaork requiremenits

Cancel Disconnetti
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Manual connection (for WINDOWS 10 only)

=

Click on the network management icon ( © or = or %) on the bottom right, then click on Open Network

& Internet settings:

Troubleshoot problems

Open Network & Internet settings

Scroll down and select Network and Sharing Center:

Status
. = If you have a limited data plan, you can make this network a
‘F\nd a setting 0 : i
metered connection or change other properties.
Change connection properties

Show available networks
Change your network settings

@ Change adapter options
View network adapters and change connection settings.

% Sharing options

For the networks you connect to, decide what you want to share.

A Network troubleshooter
Diagnose and fix network problems.

View your network properties
Windows Firewall
Network and Sharing Center

Network reset

Select Set up a new connection or network:
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# Metwork and Sharing Center

T # > Pannello di controllo > Tutti gli elementi del Pannello di controllo > Network and Sharing Center

i S ] View your basic network information and set up connections
Pagina iniziale Pannello di

controllo < 5
View your active networks

Change adapter settings
Internet Access type: Internet

Change advanced sharing Public network Connections: «fl Wi-Fi
settings

Media streaming options
Change your networking settings

ﬁ- Set up a new connection or network
-

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

:1 Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

Select Manually connect to a wireless network, then click Next:

? Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

Uy Set up a new network
-« Set up a new router or access point.

ﬁ Manually connect to a wireless network
S8l _cnnect to a hidden network or create a new wireless profile)

lb Connect to a workplace
= Set up a dial-up or VPN connection to your workplace.

Cancel

Enter the values shown in the following picture, then click Next:
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=

¥ Manually connect to a wireless network

Enter information for the wireless network you want to add

MNetwork name: | ALMAWIFI |

Security type: WPAZ-Enterprise i

Encryption type: AES

Security Key: Hide characters

[AStart this connection automatically:

[] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

Cancel

Select Change connection settings:

Select the Security tab.

¥ Manually connect to a wireless network

Successfully added ALMAWIFI

— Change connection settings

Open the connection properties so that | can change the settings.

Verify the settings as shown in the image below:

AlmaWifi Connection - MS-Windows 10-11
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ALMAWIFI Wireless Metwork Properties hed

Connection  Security
Security type: WPA2-Enterprise s

Encryption type: AES v

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) ~ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Cancel

Select the Settings button.

In the Protected EAP Properties check the options as in the image below.
In the “Connect to these servers” setting insert: wifi.unibo.it
As “Trusted Root Certification Authorities” select: "HARICA TLS RSA ROOT CA 2021", then click on “OK”.

Protected EAP Properties X

When connecting:
Verify the server's identity by validating the certificate
Caonnect to these servers (examples:srvi;srv2;.*\.srv3\.com):

<Certificate_Name>

Trusted Root Certification Authorities:
[] Symantec Enterprise Mobile Root for Microsoft ~
[:] thawte Primary Root CA

[] unBORootcA

["] unBORaotCA

<Trusted_Root_Authority>

D VeriSign Class 3 Public Primary Certification Authority - G5
D VeriSign Universal Root Certification Authority

< >
Notifications before connecting:

Tell user if the server name or root certificate isn't specified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) v Configure...

Enable Fast Reconnect
DDlscunner;t if server does not present cryptobinding TLV
[]Enable Identity Privacy

e

AlmaWifi Connection - MS-Windows 10-11 Pag.9di 14
AREA SISTEMI E SERVIZI INFORMATICI — CESIA - www.cesia.unibo.it
Viale Filopanti, 3 | 40126 Bologna | Italia | Tel. +39 051 2080300; assistenza.cesia@unibo.it



ALMA MATER STUDIORUM
UNIVERSITA DI BOLOGNA

AREA
SISTEMI E SERVIZI
INFORMATICI

Click the Configure button and verify the option as in the image below, unchecking Automatically use my
Windows logon name and password:

EAP MSCHAPYZ Properties
When connecting:

password (and domain if any).

Cancel

] Automatically use my Windows logon name and

T T I T T ST T ETT T RO €

Select OK to close the EAP MSCHAPv2 Properties
Select OK to close the Protected EAP Properties

In ALMAWIFI Wireless Network Properties select Advanced settings:

ALMAWIFI Wireless Metwork Properties

Connection  Security

Security type: WPAZ-Enterprise ~

Encryption type: AES s

Choose a netwark authentication method:
Microsoft: Protected EAP (PEAF) w Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Cancel

In the Advanced settings window, select the Specify authentication mode menu and select User
authentication then click on Save credentials button.

AlmaWifi Connection - MS-Windows 10-11
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Advanced

settings

802.1X settings  802.11 settings
Specify authentication mode:

User authentication e Save credentials

Delete credentials for all user:

[]Enable single sign on for this network

Perform immediately before user logon

Parform immediately after user logon

Maxirmum delay (seconds): 10 =

-

Allow additional dialogs to be displayed during single
sign an

This network uses separate virtual LANSs for machine
and user authentication

o ]| o

Insert your credentials:

Winsdenws Security x Wirsdews Seurity X
Save credentials Save credentials
Saving your credentials allows your computer to connect to the Saving your aredentials allows your computer to connect to the
network when you're not logged on (for example. to download network when wou're not logged on (for example, to download
updates). updates).
name.surname@-unihm’d x name.surname@studio.unibo.it
Passward Password
O Cancel O
Select OK to close Windows Security.
In the Advanced Settings window click OK to close it:
AlmaWifi Connection - MS-Windows 10-11 Pag.11di 14

AREA SISTEMI E SERVIZI INFORMATICI -
Viale Filopanti, 3 | 40126 Bologna | Italia | Tel. +39 051 2080300; assistenza.cesia@unibo.it

CESIA - www.cesia.unibo.it



AREA
ALMA MATER STUDIORUM | SISTEMIE SERVIZI
UNIVERSITA DI BOLOGNA | INFORMATICI

Advanced settings X

802.1X setlings  §p2.11 settings
Specify authentication mode:
User authentication o Save credentials

Delete credentials for all user:

[]Enable single sign on for this network

Perform immediately before user logon

Perform immediately after user logon

-
-

Maxirnum delay (seconds): 10
Allow additional dialogs to be displayed during single
sign an

This network uses separate virtual LANS for machine
and user authentication

Select the OK button to close the Wireless Network Properties window.
Select the Close button for the manual wireless network windows.

Select the Network icon . and select ALMAWIFI.
Wait for the connection to be established:

ALMAWIFI ALMAWIFI
Connecting * Connected, secured

Checking network requirements Proprieta

Cancel Disconnetti

If pre-existent ALMAWIFI profile wasn’t removed you’ll see an alert.
By clicking on Show certificate details you can check the Server thumbprint, which must be:

60 CB 6B 1B F5 24 FF 03 EE 89 1B 57 18 C5 9D 90 F9 7E 54 8F
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Click Continue.

Windows 10
B~ ALMAWIFI

Vuoi procedere con la connessione?

5e prevedi di trovare ALMAWIFI in

questo percorso, procedi e connettiti. In caso
contrario, & possibile che si tratti di un'altra rete
con lo stesso nome.

Mascondi dettagli del certificato

Rilasciato a: IT, Bologna, ALMA MATER
STUDIORUM - UNIVERSITA DI BOLOGNA,
wifi.unibo.it

Emesso da: GEANT TLS RSA 1

Identificazione personale server: 60 CB 6B 1B
F5 24 FF 03 EE 89 1B 57 18 C5 90 90 F9 7E 54
8F

Connetti Annulla

Wait for the connection to be established:

= ALMAWIFI

Connecting

Checking network requirements

Cancel

AlmaWifi Connection - MS-Windows 10-11

Windows 11

Wuoi procedere con la connessione?

Se prevedi di trovare ALMAWIF in

questo percarso, procedi e connetfiti. In caso
contrarig, & possibile che si tratti di un‘altra
rete con lo stesso nome.

Nascondi dettagli del certificato

Rilasciato a: wifi.unibo.it

Emesso da: GEANT TLS RSA 1

Identificazione personale server; 60 CB 6B 1B
F524 FFO3 EE891B 57 18 C5 8D 90 F2 7E 54
aF

Annulla

7 ALMAWIFI

Connected, secured

Proprieta

Disconnetti
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Limited or no connection / Internet not available

If the device is connected to ALMAWIFI but does not browse the Internet (message “limited or no

connection”, “no Internet access”, “Internet not available, etc.”), you need to check that both IP and DNS are
automatic (DHCP active).

The DNS and TCP/IP tab is available, starting from the Network and Sharing Center, selecting the Network
item and the connection currently in use:

E possibde pherers [anegnancre auioeancs dsle mposmzon Foe
rete supperta bae caratersaca. In GISO COPEANG, SNl PSRN
rchieders all amensratone d e it mpostazon: P oTene.

& Chbers auipmartcanerde un ndrom F
Utz i smguente ndrem

& Lnhen ndnzzo server (MG saomadcamerie

Uihrra  fguiet indin2s sereer DMS:

Q. Trova un'impostazione

* > Impostazioni di rete avanzate > Visualizza proprieta aggiuntive

Wi-Fi proprieta -~
Assegnazione |P: Automatico (DHCP) Modifica
Mssegnazione server DNS: Automatico (DHCP) Maodifica
Produttare: Intel Corparation Copia
Descrizione: Intel(R) Wireless-AC 9462
Versione driver: 23.05.7
Indirizze fisico (MAC): 20:1E:B8:
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