MFA (Multi-Factor Authentication) Management
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1. Introduction

Multi-Factor Authentication (MFA) enhances the security of institutional credentials by requiring an
additional authentication method alongside your personal password. Its use falls within the obligations set
out in Directive (EU) 2022/2555 (NIS 2).

The second authentication factor may consist of:

e a notification sent to the Microsoft Authenticator app

e a verification code sent by SMS to the mobile phone number provided during the activation
procedure

e an automated phone call to the number provided during the activation procedure

The second factor is not required every time you sign in, but only periodically or when you access University
services from a device or location other than your usual work environment.

Examples of when the second factor is required:

e the first time you access each Microsoft application after activation (for each shared mailbox
configured in Outlook, you may be asked for the second factor)

e the first time you access a Microsoft application from a new device

e the first time you access a Microsoft application in the web version (e.g., your mailbox or OneDrive).
If you select 'No' when asked whether you want to 'stay signed in' after authentication, the second
factor will also be required at the next login.

Once completed the activation process outlined in this guide (section 2. "Activating MFA"), you can use multi-
factor authentication by entering the code received via SMS to the phone number you provided during the
activation process.

Since the Microsoft Authenticator app provides the highest level of protection, we recommend configuring
this two-factor authentication method (section 3. "Installing and Configuring Microsoft Authenticator").

Having at least two different code generation methods is also recommended to avoid potential login
difficulties if one method is unavailable.
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2. Activating MFA

Go to the page www.dsa.unibo.it and click LOGIN.

Log in using your SPID or CIE digital identity.

©osa

Seleziona la modalita di accesso

o Entra con SPID

Ge Entra con CIE

© Entra con UNIBO i

Non-Italian users who do not have SPID/CIE can authenticate with their institutional credentials (Entra con

UNIBO); the system will car

ry out the identity verification checks.

If you have both a @unibo.it account and a @studio.unibo.it account, click the LOGIN button next to your

@unibo.it account.

DIRECTORY SERVICE DATENEO

Portale utente del servizio Directory Service d'Ateneo (DSA)

Benvenuto Nome Cognome.

Sono stati trovati | sequenti account associati al codice fiscale *******=*****gaan

fornito da SPID/CIE.

o sccount | usermame oot

PERSOMNALE

nome.cognome@unibo.it

@ Loem

STUDENTE

nome.cognome@studio.unibo.it

() LoGm

In the left-hand menu, click Modify Contacts.
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Modifica la password
Modifica i recapiti
Gestione MFA (Multi Factor
Authentication)
Cancella la redirezione della
casella di posta
Liste di distribuzione

Check that your personal mobile number is correct, update and validate it if necessary, then click Confirm.

4 ALMA MATER STUDIORUM
X UNIVERSITA D BOLOGNA
ENC|IT
Security contacts
The following personal contacts will be used for communications related to the security of your digital identity.
Select and verify, where required, at least one security contact (personal mobile, alternate e-mail or
work mobile),
B Ppersonal mobile
Enter only digits, spaces and "+", Example: +39 335 1111111
(J I authorize the receipt of emergency messages (e.g., weather alerts) on my personal mobile phone
B Alternative e-mail
emailpersonale@email.com ] © Verificato
(0 work mobile
Mo number v ]
Save all contacts
For more information about the processing of your personal data, please refer to the specific privacy notice.
Further details are available on the following page www.unibo.it/privacy.
In the left-hand menu, click MFA (Multi-Factor Authentication) Management.
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E——

Home

Logout

Utilita
Modifica la password
Meodifica i recapiti
Gestione MFA (Multi Factor
Authentication)
Cancella la redirezione della
casella di posta

Liste di distribuzione

An information screen will appear. Read the page, then click NEXT.

Multi Factor Authentication (MFA) activation

General informations

Muki-Factor Authentication (MPA), which alews you 1o add an exftra layer of protection to your institutional credentials, is NOT ACTIVE for your ussf name.surname@unibo.it

Check the telephone contacts displayed on the page.

Multi Factor Authentication (MFA) activation

The MFA activation requires the use of at least one mobile phone number that must be present in the Microsoft systems.

Your contacts

The mobile phone numbers present in DSA for credential recovery will be transferred directly to Microsoft.

The following mobile numbers are registered with Microsoft.

il

|| no number ilabl "

Actions that will be performed for the numbers registered in DSA:

|| Personal mobile +39 355 11111 It will be transferred to Microsoft. "

If you want to update your contact details DSA go to the page change contacts.
The MFA activation will be interrupted, and you will be able to resume it later.

Do you want to complete the MFA activation?

BACK NEXT

If you need to edit your contact information, you can do so by clicking the change contacts link on the page
or the same item in the left-hand menu.

If you do this, the MFA activation process will stop.
If the information is correct, click NEXT.
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Another information page will appear.

Multi Factor Authentication (MFA) activation

Confirmation of activation

MFA ACTIVATION in progress.
You have Been sent 3 confirmation emall and SMS; the cempletien of the aperation on the Micresolt systems may Lake approximately 30 minutes,

Click FINISH.
Your activation request has been completed, and you will receive a confirmation email and SMS.

Updating the settings on  Microsoft systems may take up to 30 minutes.
Once completed, if you are using applications that require MFA, you will be asked to enter your username,
password, and second factor (verification code sent by SMS to the mobile phone number provided during
the activation procedure).

You can then go to https://mysignins.microsoft.com/security-info, authenticate with your institutional
credentials and the code received via SMS, and add additional access methods.

Since the Microsoft Authenticator app provides the highest level of protection, we recommend configuring
this two-factor authentication method (section 3. "Installing and Configuring Microsoft Authenticator").

Having at least two different code generation methods is also recommended to avoid potential login
difficulties if one method is unavailable.

Multi-Factor Authentication (MFA) Management Pag. 6 di 10

AREA SISTEMI E SERVIZI INFORMATICI — CESIA
Viale Filopanti, 3 | 40126 Bologna | Italia | Tel. +39 051 2080300; assistenza.cesia@unibo.it



3. Installing and Configuring Microsoft Authenticator

The Microsoft Authenticator app, available for Android and iOS, is the security code generation method that
offers the highest level of protection. After activating MFA, we recommend setting up this two-factor
authentication method by following the steps provided.

Download the Microsoft Authenticator app from your smartphone's app store.

Microsoft Authenticator

Microsoft Corporation

Install on more devices <:

Go to https://mysignins.microsoft.com/security-info, sign in with your institutional credentials, and, if
prompted, enter the second authentication factor.

Click Add Sign-in Method. Select Authenticator App from the drop-down menu. Click Add:

Click Next and open the Microsoft Authenticator app previously installed on your device:
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https://mysignins.microsoft.com/security-info

Installa Microsoft
Authenticator

Installa Microsoft Authenticator

Installare I'app nel dispositivo mobile, quindi tornare
qui per continuare.

4 Download on the |

_\ ¢ App Store |

‘ ' g&?&l& Play

Configura un'app di autenticazione diversa

On the Set up your account in the app screen, click Next:

Configura I'account nell'app *

Configura Faccount nell’app

%e richiesto, consentire le notifiche. Aggiungere
quindi un account € selezionare Account aziendale o
dell'istituto di istruzione.

- =
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With the Microsoft Authenticator app installed on your device, click on Scan a QR code and frame the QR
code shown on the screen (you will need to give the app permissions to take photos and record videos):

Esequi la scansione del X

codice a matrice c
Ezegui I3 scanzione del codice a matrice

Usare I'spp Microzoft Authenticator per ezeguire la
scansione del codice a matrice. In questo modo l'app
viene connessa all'account.

Tornare quindi indietro e selezionare Avanti

Once scanned the QR code, click Work or school account on your smartphone. If the QR code scan fails, you
can click the Can't scan the QR Code link and manually enter the information.

Wait for your account to be automatically configured on the app, then click Next.

Enter the product verification code on the screen (in the example, #17) into the app, wait for the system to
verify it, and click Next.

Prova X

17

mmettere il numero visualizzato nell'app per
approvare la richiesta di accesso.

Indistro
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Microsoft Authenticator

Prova

e

Fer approvace Ly notifics invists 8T app, immettere § rumers visuslizzato di seguite.

= 54

Microsoft Authenticator

0 L et & mat appeenan

The Microsoft Authenticator app setup process is complete.

4. Adding additional login methods

You can add additional authentication methods: to do so, go to https://mysignins.microsoft.com/security-
info, log in with your institutional credentials, and, if prompted, enter a second authentication factor.

Click Add Sign-In Method. Select the desired sign-in method from the drop-down menu and follow the
wizard.
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