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Multi-Factor authentication (MFA) enhances the security of institutional credentials by requiring
an additional authentication method alongside your personal password.

This second factor can be:

e acode received via SMS to the phone number provided during activation

e an automated phone call to the number provided during activation

e anotification sent by Microsoft via the Outlook Mobile app, if the app is installed on your
smartphone and your @studio.unibo.it mailbox has been configured.

Alternatively, you can configure the Microsoft Authenticator app and use it as a second factor (see
the vendor’s documentation for details).

The second factor is not requested at every login, but only periodically or when accessing services
from a different device to your usual workstation.

Currently, MFA is only active for Microsoft applications (e.g., Outlook, Teams, OneDrive,
OneNote...) and not for other university applications (e.g., AlmaEsami, Studenti Online).

Examples of when the second factor is required:

o the first time you access each Microsoft application after activation

e the first time you access a Microsoft application from a new device

e the first time you access a Microsoft application in the web version (e.g., your mailbox or
OneDrive). If you select 'No' when asked whether you want to 'stay signed in' after
authentication, the second factor will also be required at the next login.
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https://support.microsoft.com/en-us/account-billing/how-to-add-your-accounts-to-microsoft-authenticator-92544b53-7706-4581-a142-30344a2a2a57

Activating MFA

Go to the page www.dsa.unibo.it and click LOGIN.
Log in using your SPID or CIE digital identity.

©osA

Seleziona la modalita di accesso

o Entra con SPID

Ge Entra con CIE

© Entra con UNIBO

If you have both a @unibo.it account and a @studio.unibo.it account, click the LOGIN button next
to your @studio.unibo.it account.

DIRECTORY SERVICE DATENEO

Portale utente del servizio Directory Service d'Ateneo (DSA)

Benvenuto Nome Cognome.

Sono stati trovati | sequenti account associati al codice fiscale *=*****=*=exgain
fornito da SPID/CIE.

Tposccowt | Usermame ——fiotel

PERSOMNALE nome.cognome@unibo.it (O ] LOGIN

STUDENTE nome.cognome@studio.unibo.it ) LOGIN
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http://www.dsa.unibo.it/

In the left-hand menu, click MFA (Multi-Factor Authentication) Management.

Maodifica la password
Gestione MFA (Multi Factor
Authentication)

Liste docenti-studenti
Liste di distribuzione

An information screen will appear. Read the page carefully, then click NEXT if you wish to
continue.

Multi Factor Authentication (MFA) activation

General informations
Multi-Factor Authentication (MFa), which allows you to add an extra Liyer of protection to your institutional credenbals, s MOT ACTIVE for your user name.surname@studio.unibo.it

Wiisen the Mecrosolt Hyitersd fecehees the Sctivation of MPA [wsuslly within 30 minsted), you will B aiked 1o enter your uisrmame, paidsward, ind i sddsional form of identification
(second factor).

The second factor can be a code recenved via SM3, the response to an automated call fo the phone rumber provided duning the activation process, or the response to 3 notification sent
By Microsadt through the Outiesk mobie app.

Afterwand, you will be able to configure the Microsoft Authenticator app to use it as an alternative second factor of authentication to SMS.
MFA is currently operational only For Microsoft applcations (e.g. Outlook, Teams, OneDrive, Onehote...) and not for other university applabions
MFA can B deactivated ab any tims.

Do you want to procosd with the activation of MFA?

Check the telephone contacts shown on the page.
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Multi Factor Authentication (MFA) activation

The MRA activation requafed the we of at least one mobile phone number that must be predent i the Microsslt systema

Your contacts

The mobile phone numbers present in DS54 for credential recovery will be tramsferred directly to Microsoft.

The following mobde numbers are registered with Microsoft,

I no mobile number available. I

Actions that will be performed for the numbers registered in DSA:

I Personal mobile +39 35% 11111 It wiill be transferred to Microsoft. I

If you want to update your contact details 0S4 go to  Studenti Online
The MFA activation will ba intemupled, 3nd you will be 30 o resume i ITeE

Do you want to complete the MFA activation?

If you need to edit your contact information, you can do so by logging in to Studenti Online
(https://studenti.unibo.it). If you do this, the MFA activation process will stop.

If the information is correct, click NEXT.
Another information page will appear.

Multi Factor Authentication (MFA) activation

Confirmation of activation

. MFA ACTIVATION in progress.

You have been sent a confirmation email and SMS; the completion of the operation on the Microsoft systems may take approximately 30 minutes.
When the Microsoft systems receive the MFA activation, you will be asked to enter your username, password, and the second factor.

The second factor can be a code received via SMS, the response to an automated call to the phone number provided during the activation process, or the response to a notification sent
by Microsoft through the Outlock mobile app.

Afterward, you will be able to configure the Microsoft Authenticator app to use it as an alternative second factor of authentication to SMS (instructions).

You can edit the mobile numbers on Microsoft by connecting to the address mysignins.microsoft.com/security-info.

FINISH

Read it carefully, then click FINISH.

Your activation request has been completed, and you will receive a confirmation email and SMS
from the system.

Updating the settings on Microsoft systems may take up to 30 minutes.
Once this is completed, if you are using applications that require MFA, you will be asked to enter
your username, password, and second factor.
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Deactivating MFA

Go to the page www.dsa.unibo.it and click LOGIN.
Log in using your SPID or CIE digital identity.

©osA

Seleziona la modalita di accesso

o Entra con SPID
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© Entracon UNIBO
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In the left-hand menu, click MFA (Multi-Factor Authentication) Management.

Maodifica la password
Gestione MFA (Multi Factor
Authentication)

Liste di distribuzione

An information screen will appear.

Wulti Factor Authentication (MFA) deactivation

Vigiti-Factor Authentication (MFA), which allows you to add an extra layer of probection to your institubional credentials, s ACTIVE for your user name.surname@studio.uniba.it

Deactivation request

YRl is currently operational only for Micrasoll applicabons [!.‘g.. Outlock, Teams, OneDrive, OneMote...) and not for other university apphcabans (@ ey AlmaEsamsi Cedolini,
SresenceWeb, ...).

If you wish, you can deactivate MFA for this a0cownt,

D e want 1o procesd with the deactivation of MEAT
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Read the content carefully.

If you wish to proceed, click NEXT.

Multi Factor Authentication (MFA) deactivation

Deactivation confirmation

MFA DEACTIVATION in progress.

You have been sent a confirmation email and SMS; the completion of the operation on the Microsoft systems may take approximately 30 minutes.

MFA can be reactivated at any time using "Gestione MFA (Multi Factor Authentication)".

FINISH

Your deactivation request has been completed, and you will receive a confirmation email and SMS
from the system.
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Activating Outlook as a second factor

If you have the Outlook Mobile app installed on your phone and your @studio.unibo.it email
account is set up, you will be asked to sign in about 30 minutes after submitting the MFA
activation request on www.dsa.unibo.it.

Tap SIGN IN.

- Posta in arrivo

Log in using your username in the format name.surname@studio.unibo.it and your password,
then enter the code sent to the phone number you provided during the MFA activation process.

To set Outlook as your second authentication factor, tap GOT IT, then OK in the two pop-up
windows that appear.
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http://www.dsa.unibo.it/
mailto:name.surname@studio.unibo.it

Fai di pit in Outlook

Rimanl sempre aggiornato
grazie all'introduzione di pil
app di uso quotidiano nella
barra delle schede di Outlook

Un nuovo modo per accedere

ZD] Approva gl_ a:_rl.“ﬁi perC—
= [ Funibo.it da questa app
aed Apps Messun SMS, nessuna chiamata
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From this moment on, Outlook will be used as your second authentication factor (Authenticator
Lite), replacing SMS authentication.
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Checking and editing Outlook settings

To verify or change your Outlook Mobile settings for MFA, open the Settings section by tapping
the icon in the bottom left-hand corner.

Microsoft 365
ek
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& Postainarrivo 35
,/ Bozze 1
[ Archivio
B+ Postainviata
Posposto
=% Gruppi 34
T Eliminata

F7 Postaindesiderata

Documentazione »
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Tap your email account.

& Impostazioni

[ Notifiche

® Guida e feedback

Account di posta elettronica

Pe) [ Jeunibo.it

Microsoft 365

o AGGIUNGI ACCOUNT DI POSTA ELET...

Scroll to the bottom of the page and tap Sign-in Requests.
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&  Informazioni sull'account

italiano (Italia)
Promemoria messaggi .

Segnala messaggi
Chiedi

Riunioni online
Su ( Microsoft Teams )

Abbrevia tutti gli eventi
Disattivato

Richieste di accesso

Condividi la posta in arrivo
+  AGGIUNGI PERSONE

Problemi di sincronizzazione? Prova a
reimpostare il tuo account.

O REIMPOSTA ACCOUNT

f’g RIMUOVI ACCOUNT
Tecnologia di sincronizzazione Microsoft

4 L 3

Use the Allow sign-in requests switch to enable or disable Outlook Mobile as the second
authentication factor.

= Richieste di accesso

Consenti le richieste di accesso .

Codice password monouso

141 897 O

15

Ricevi una richiesta di accesso o un codice una
tantum ogni volta in cui devi accedere al tuo
account o reimpostare la tua password.
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